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e  PayPal JavaScript SDK

e Orders APl v2
e Payments APl v2

2 Payment Experience
21 7Ly bh—FRE

Payment Method

CARD NUMBER

VALID THRU cw

Advanced credit and debit card payments (. PayPal JavaScript SDK ZfifiL CZ7 LY v F h— FTDOX
PR RRCZIMN T EHETHY, TAZ Ly TEeEANAALDT 2 THALDF =2y 7T 7 b U
DAZANE Y P —LT 5T LHTEET, Advanced credit and debit card payments % {5 L T
INEEXNZT =213, BEEDZ 74T v F 5 PayPal ICHEHIEEREINS -0, BERED LD
WEBRBBEREO Y — "=t 2 & idh h A,

3 PayPal 7 h V¥ b & - API FREEIEHREVS
3.1 PayPal EXXRTHT Y FEERT D

https://www.paypal.com/jp/business T PayPal £ 2 AT A7 v + ZERL TL 72X\,

32 TANHMPayPal 7HT v N EERT S

PayPal Sandbox BREECHUG| %> I 2L —va v T& 5 k51, 7TAMHOANf Y —b~v—F >V D
THY Y PEERLET, (7740 F CHEIWEREW W27 AV v P RfERAT2CLdTE S
7. )

PayPal Sandbox & &


https://www.paypal.com/jp/business

PayPal Sandbox https://sandbox.paypal.com (X, AR# D PayPal Bi}E https://paypal.com D 7 & t iR T,
TZTIE, ABICAZENC 7 v 7o avE T AL, FEPHRE D ICEIEL T3 2 & %R
[/ ‘i —g_o

Environment Base URL Test here
Sandbox https://api-m.sandbox.paypal.com www.sandbox.paypal.com
Live https://api-m.paypal.com www.paypal.com

Sandbox 7 /17 v + DERK
Sandbox DT A+ T HhH v v+ #ERKT 51T

1. Dashboard iZ 2 74 ' L ¥£9, https://developer.paypal.com/developer/accounts/
2. Sandbox T Accounts ZiER L 7,
3. Create Account (717 v + DYERK) #3@IRL £ 5,

PayPal

Sandbox Test Accounts

test account y

See also: the Sandbox Testing Guide

Sandbox Accounts: s conss ) (SRS

Account Name Type Country DateCreated  Manage Accounts

4. Personal ¥ 721X Business Z3&E IR L., 7 RAPDODEWF T /-IIFE Y FoE/MIEAZERL 7,
5. Create Z &R L £9°, PayPal DIRE. 7Ly b A — K, SRITOEERZR &350 S -
Sandbox XA — AT A v v P BERKINE T,

Create Sandbox Account

Account Type

® Personal (Buyer Account)

Business (Merchant Account)

Country / Region



https://sandbox.paypal.com/
https://paypal.com/
https://developer.paypal.com/developer/accounts/

6. Sandbox > Accounts THER L 72 A AT AT v FDHED [--] 75 View/Edit Account % 7
Vv 27 LE73, Profile>Account Type @ UpgradetoPro#27 V v 7 L £7°,
7. TRV VI ORANMER (X I—) 2T LTLES W,

https://www.sandbox.paypal.com/policydashboard/process/compliance/cip

Sandbox 7H Y Y FDF 7 L FEREEEET S, LFOFIE KT T,

1. Manage Accounts T (...) Z &R L. View/Edit Account Z:ER L ¥ 77,
2. Edit Z#ERL, ZEEZTVWE T,
3. BT L6, Save ZiEIRL £9°,

Sandbox IZ 1 7' 4 4 ATl

https://www.sandbox.paypal.com/ IC7 7 v A L £ 3,
?‘Z FEAZEZZRIRFTEEDOA—ALT FLREANZRT—-FEFRALCe /4 v LET,
?’55" . TAN A Y=, T —DT7HY Y FERHEIMERL T, RKERHCTHE 23

,\H‘ DICEIEL T D aiERT 52 8 TEET,

3.3 RESTAPI 7 7Y O1ERK

o lee IRIZEF D REST App 21Epk T 5 7=-®ICl3, PayPal 7H Y FDA—=NLT F L RDHER
SZTLTWARERHY XT, TAMHEREZITo T, PayPal 74 v v MMERKIRE
f~/1/75>1_fnéh“clﬂi?‘®“c TR X, UTOHETHERA -V EEXET L &

%Tb

A—=NT P L RAEMRT 2 ik
https://www.paypal.com/jp/smarthelp/article/%E3%83%A1%E3%83%BC%E3%83%AB%E3%82%A2%E
3%83%89%E3%83%ACHE3%82%B9%E3%82%92%E7%A2%BA%ES%AA%ED%E3%81%99%E3%82%8B%
E6%96%B9%E6%B3%95%E3%82%92%E6%95%99%E3%81%88%E3%81%A6%E3%81%8F%E3%81%A0
%E3%81%95%E3%81%84%E3%80%82-faq1485

AP FRAEE MR Z IG5 2 I D AT v 71x, RESTAPI 7 7'V 2{E T2 2 & T3, 77V L. PayPal
APl ~DIEONH L ZG83E T 2 720 I I N2 RIF S NAHKEDE Y M T, TH Y v MCBEM T
6nt@ﬁ@77j%%ouk#@%ifo

RESTAPI 7 7'V ZAERL S 2121, U T OFMEITHENT T,

1. Xyvaf—F
https://www.paypal.com/signin?returnUri=https%3A%2F%2Fdeveloper.paypal.com%2Fdeveloper%?2
Fapplications iICa@ 274 v L £ 7,

Create app % EIR L £ 7,

App Name Z A1 L £9°,

Create app % EIRN L £ 7,
LIVE (% 7z i3 SANDBOX) APP SETTINGS > Accept payments > Vault ICF = v 7 Z AN TL 72X\,

vk wbN


https://www.sandbox.paypal.com/policydashboard/process/compliance/cip
https://www.paypal.com/signin?returnUri=https%3A%2F%2Fdeveloper.paypal.com%2Fdeveloper%2Fapplications
https://www.paypal.com/signin?returnUri=https%3A%2F%2Fdeveloper.paypal.com%2Fdeveloper%2Fapplications

My Apps & Credentials
= -

REST APl apps

App Name Type Actions

3.4 APIFELBEHRZEUST 5

APIEREFIERIZ. 2947 v FIDEy—2 Ly P ORI THBY, Y FRy 7 2E 54 7THIET
APIRENH L 24T\, F I v HF 2o a v IET 272010 EE ) £,

PV Ry 7R AP FBAHEREIIS T 21, U TOFEICENT T,

1. Xyvvak—F
https://www.paypal.com/signin?returnUri=https%3A%2F%2Fdeveloper.paypal.com%2Fdeveloper%2F
applications ica@ 74 v L ¥,

My Apps & Credentials T, U A F 25 RESTAPI 7 7'V Z#i#IK L £ 7,
ClientlD Za v —L 7,
Secret C Show % %R L T, Secret #&K/~L £ 3,

PayPal

ADD dis me: MyApp &
SANDBOX API CREDENTIALS
Sandbox account

Client ID

Secret
Show

4 RERAE

REST API URL
PayPal RESTAPI LiBfE 4 3 1Cid. v PRy 7 2B F 72 3ABBEE O W) C, JSON R
HTTP YV 7T A MER API TV FRA v MICELET,

Environment Base URL

Sandbox https://api-m.sandbox.paypal.com
KERE https://api-m.paypal.com
AP| N E FE

https://developer.paypal.com/api/rest/reference/idempotency/

Y= N=BY Y =R T ET 7 a v EEEEWERL7ZVET LT 25T HZ Lk
L BT —AEZTS5 8 TEET, AV P T =P XA LT T FRHTTPSxx AT — & A3 —


https://www.paypal.com/signin?returnUri=https%3A%2F%2Fdeveloper.paypal.com%2Fdeveloper%2Fapplications
https://www.paypal.com/signin?returnUri=https%3A%2F%2Fdeveloper.paypal.com%2Fdeveloper%2Fapplications
https://developer.paypal.com/api/rest/reference/idempotency/

FCERBLAEFUHLEZ, =B IDA#REEL TV ARV HRTI 2R Tcx T3, %%
HET2L, VI/IZTZA D[ a0 —FELRAREVYZADRfa—F LB Y, EELAY 7 A%
BEBRL., KLY 22X PR L ARV ARAHERY 72X 27552 e nTcE T3,

REST API @ POST MU' L C Idempotency % il 3~ % IC 1%, PayPal-Request-ld V 27 T A b~y X' — % fii
MALES, 2o~y X—itld, ¥—"—B—EHRRFET 2 B0 —F—4EKIDBAEETNTE
ER

HE T RTOAPIBID~NYy X—% B RE—FLTE3LITTIEHYITEA, BFECDAPIBZD
X —=" P R—FLTWEREI D, BLUEF— =2 1D 21T 2 BRI T 3 BRI o T
3. BEVWOAPIOY 77 LV RESIBLTLF X0,

7= & 21X, DARTICHESE L 7z PayPal-Request-ld ~» X —% J 7 T X MICE®D 5 &, PayPal (X, AL~y
A=A LZUAIO) 7 Z A DRFDOAT =2 A%BELET, #ic, V7T X5 5 PayPal-
Request-ld ~v X —%HME3 2 &, PayPal 3V 7 =R P 2HEHIL 5,

HE: [F U payPal-Request-ld ~v X — %22 DD APl V 7 TR b %2 [ARFICEE 35 &, PayPal 13i%
DY 7T A 2B L, 2 O0HDY 7 TR MICKKT 2 ATREMED H b £ 57,

fEH EoFEE

e PayPal-Request-ld ~v X —flilx, £V 7T A& APl T2 =X 4 Ol T T—ETHRITFNIERD
T8 A, 72& 2L, authorize payment *° capture authorized payment 7z £ C3,

e PayPal I, EDV VT A PDAT—XATIIHRL, BHEDOKETOY VT A DRAT—X A%
it F4,

Rate Limit
PayPal Ix, MMEZ R —+F 27201, ¥4 rora[fttEeF 2V 74 ICEREZETHE T,

L—=FY IV bR RLTOTEADL, BLUHEEDLDNE N T 74 v 7 %R L 206, —kF
P APHERFIR 21T 5 2 L 23H 0 £ 3, APLEERIHIRRIZ. % D74 2% PayPal, MIAIE. E72i13B%K
it o CRIER R W ELIETE 3 E TITWE T,

RAROEEE A P OREWEZHERT 27201, F 774 v 702MEBPEFICHHEL, K>
—ZPFHBELTCWE T, BEELBEEDORER S HTTP 429 Unprocessable Entity - RATE_LIMIT_REACHED
EWVWIRT =R R —FERZTWo7288. VI/ZAMNRESTECHRER NI 74 v 72/ LT03
AIREMEDS D 572D, A4 P OREWEEZTERT 2 7201 APHERFIRZ T 3,

https://developer.paypal.com/api/rest/reference/rate-limiting/

Sandbox Tlt. 1 0MANICE—IP 7 FL 22550 D) 722 (FRTODZVFFR[ VDR
ey MO 2253 2¢. Rosoflzowp it 7y 7 LET,

IP7 FLADB—IIC 7oy 27X N30 %I, 1 0o ) 722 2 M % 50 LTFICHIR L TL
72X 0,

https://www.paypal.com/us/smarthelp/article/why-did-i-get-http-error-code-429-ts2115

FE:
H41:23 PCI-DSS ICHERLL Tk 0, BV —N—DFE—IP XV 7L Yy A= F 7+ —24D SDK ZFIFH
LY 7222357 —ATld, KFREICEWTD Rate Limit DHIR %32 . /- —FT 4 v


https://developer.paypal.com/api/rest/reference/rate-limiting/
https://www.paypal.com/us/smarthelp/article/why-did-i-get-http-error-code-429-ts2115

IDYAZHEL T —BRETHARERSIVET, AT 20§17 EOBIFIC X Y [FE—IPIC
TSDKFHTDY 7 TR+ 2EEI N2 WHEIZSLEICL L CTREZITWE § 0 T PayPal HY43EFIC
T 72X 0,

72, RESTAPIICX 2%y FURICOWTIRFE—IP 256D Y 7T R P THoTHAFEREICENTZ
5 D Rate Limit I3FEEL A,

4.1 JavaScript SDK

JavaScript SDK (X, ® 772D~ —IC PayPal 289 F— b L TV B X WHIEEZRR L, N4 =2
—VFIARINEEN T 2y 7Ty MEABREREEL 5,

JavaScript SDK 227 Y 7 hC 7 TV L A2 )V T DATRA— R T L T, BEEE IR LA XTE
i?ouh%®»7x 21, PayPal AR IRIFITIEL KX VAREL T, N Y —ICRRT 2D
BArbHE 9,

https://developer.paypal.com/sdk/js/configuration/
https://developer.paypal.com/sdk/js/reference/
https://developer.paypal.com/sdk/js/performance/

42 LYy bhh—FRE

https://developer.paypal.com/docs/checkout/advanced/

B

L UFo#vy7ra—Fsav—LT, Fzv 2777 b=V FIF TS0,

2. a2 — FH1D YOUR_SB_CLIENT_ID %, f#f3 % ClientID IZ %an(ﬁém

3. HEITIE U T JavaScript SDK ICTET N7 A — X ZHI/RINICIEEL T, T 7440+ Dffiz LEZ
LTLEE 0, FERNTRA—=ZDT 7 4L MAIKODWTIRU T2 IS 7Z &0,
https://developer.paypal.com/sdk/js/configuration/

4, RFEMEEET 272000 — flla— F2FEHEL T2\, createOrder £ onApprove D X
Yy FRP LY —~Y) 722 F LTS, =~ lloFERLIEOHHEZ S 72
Ty,

B E

AUD, BRL, CAD, CHF, CZK, DKK, EUR, GBP, HKD, HUF, ILS, JPY, MXN, NOK, NZD, PHP, PLN, SEK, SGD, THB, TWD,
usb

(American Express - AUD, CAD, CHF, CZK, DKK, EUR, GBP, HKD, HUF, JPY, NOK, NZD, PLN, SEK, SGD, USD @ #)

(JCB - JIPY D &)

4.2.1 Access Token Z1ERT %

https://developer.paypal.com/api/rest/authentication/

7Ny s b
curl -v https://api-m.sandbox.paypal.com/v1/oauth2/token \
-H "Accept: application/json" \
-H "Accept-Language: en_US" \
u "<client_id>:<secret>" \
-d "grant_type=client_credentials"

Y TILL ARV R


https://developer.paypal.com/sdk/js/configuration/
https://developer.paypal.com/sdk/js/reference/
https://developer.paypal.com/sdk/js/performance/
https://developer.paypal.com/docs/checkout/advanced/
https://developer.paypal.com/api/rest/authentication/

{

"access_token": "A21AAGkIMYWDNvy-OzYmU985kgwscf16by3R_97_RF-
t90y_OTFTFQIhSndxdUcpfuY9dnMOpbwuNkmOZrsfnlmVSIPIOGraQ",

"app_id": "APP-804485P543195W28T",

"expires_in": 32400,

"nonce": "2019-12-04T09:29:10201fPalg9ztZoKhcsglG1cjlWPxTy_HCiHPIDtPKvfDs",

"scope": "https://uri.paypal.com/services/invoicing https://uri.paypal.com/services/disputes/read-buyer
https://uri.paypal.com/services/payments/realtimepayment
https://uri.paypal.com/services/disputes/update-seller
https://uri.paypal.com/services/payments/payment/authcapture openid
https://uri.paypal.com/services/disputes/read-seller https://uri.paypal.com/services/payments/refund
https://api.paypal.com/v1/vault/credit-card https://api.paypal.com/v1l/payments/.*
https://uri.paypal.com/payments/payouts https://api.paypal.com/v1/vault/credit-card/.*
https://uri.paypal.com/services/subscriptions https://uri.paypal.com/services/applications/webhooks",

"token_type": "Bearer"

}

4.2.2 Client Token Z{ERLT %

https://developer.paypal.com/docs/checkout/advanced/integrate/#link-generateclienttoken

customer_id (X, BtDO 77 v b 74— L ECHEAZEZR#T 272002 =— 7 a—F —ID ZEKE
-2

Y7Ly s TR b
curl -v -X POST https://api-m.sandbox.paypal.com/v1/identity/generate-token \
-H "Content-Type: application/json" \
-H "Accept-Language: en_US" \
-H "Authorization: Bearer <access token>"\
-d{
"customer_id": "customer_1234"

}I

YU TIL RR YR
{

"client_token":
"eylicmF9pZD1yd3dua3FnMnhnNTZobTJuJnB1YmxpY19rZXk9NjNrdm4zN3Z0MjlxYjRkZiZjcmVhdGVkX2FOPTI
wMTktMTItMDRUMPpSIIRR3VXOUJZMHo3bVQ3dWtiQ1FuenBtOVBiV1pPbklpXzNgeGpbnRyZDk6Mjk6Mzku
NjYyWilsInZIcnNpb24i0ilzLXB5MDg2YjkONGZkZWU3NTAWYTVMMGM2MTIINTEXNzIiNjc4AN2M30GQ3M2Nh
ZWFkNDA3YjE4YXxtZXJjaGFudFptaURMYndlaEVYOWRIVEtpcURURjRkV0s1eUZWWIpIQ3NFemO4WkFwcUIN
OUI2ZWm9wNV93InheXBhbCJOLCIwYXIwYWwiOnsiYWNjZXNzVG9rZW4iOi)BMjFBQUVWUIONsiYXV0aG9yaXp
hdGlvbkZpbmdlcnByaW50I1joiZTNjNzY2MmYwZTk19",

"expires_in": 3600
}

423 LYy bAH—KT74+—L%EMT S

https://developer.paypal.com/docs/checkout/advanced/integrate/

PayPal JavaScript SDK ® 7 7 # L b @ intent (X, f57E L 72\ 54 intent=capture TH H, F 7 v H#F 7 v
a ¥ D4 — U (authorize) & 7¢ [ (capture) Dl T ZEHIfTH 2 & T, A=V Ve LEEADT
7 v a VICHE|T 512, PayPal JavaScript SDK D R 27 Y 7° b & 71T intent=authorize ZBIN L ¥ 37,


https://developer.paypal.com/docs/checkout/advanced/integrate/#link-generateclienttoken
https://developer.paypal.com/docs/checkout/advanced/integrate/

3Dt F 2T ZBEHT 57291, HostedField D submit LEENIC contingencies »¥7 A — Z #3BIN L %
ER

T/, RER=VIEAAEROAHBENICOWCHEDORIEZIUS T 27200 ELFv 7Ky 7
AwEELET, Hkﬁv//bﬁ [EMV3-DtFaT7EANAF] [5.EMV3-DtF = T7TEAN
IR BT 2 EANEREEEOETFICETIEEL] 2 Z2SB T X Wvw,

hf.submit({
// Trigger 3D Secure authentication
contingencies: ['SCA_ALWAYS']
}).then(function (payload) {

https://developer.paypal.com/docs/checkout/advanced/customize/3d-secure/v1/sdk/

contingencies ¥ 7 X — Z IZ|X"SCA_ALWAYS", "SCA_WHEN_REQUIRED" 23 V) % 37,
"SCA_ALWAYS"|E, TRCD M v HF 7 avi ﬁbfmIE%ﬁwia“# "SCA_WHEN_REQUIRED"
X, PSD2 D X 9 mHUIBHI 72 v T T4 T VvV ARB P LERGAICO BRI TV E T,

contingencies X7 A —Z ZBMT 5 LICX V3Dt FaT70EHAIN, TRIOX S Ry 7FT v 7
BERRINTT, 2—F—FT VXA LR = FEEANLEELE T,

g%lﬁﬁﬁ BINDBIEN KD S5

Verified by ®
VISA

Added Protection
Please submit your Verified by Visa password.
Merchant: MASAKISAITO
Amount: 100.
Date: 06/17/2021
Card Number: ************ 0010
Personal Message: Password is *1234"
User Name: test1
Password: ()
New User / Forgot your password?
Submit Bree £

IDSDT A FHOH— FIZIEFE - BEZREDOT AP F U AHIC, h— FES L AHME. cw 2
AEZEINTwET, TidoH 4 FE2ITSBLIFE N,

https://developer.paypal.com/docs/checkout/advanced/customize/3d-secure/test/

TH—LDHRAZ2ARE, Tz T 7E3 0,

https://developer.paypal.com/docs/checkout/advanced/customize/card-field-style/

ER:
Internet Explorer TI3Z Ly b h—FiRiFEZ ZHRAWEEITEBA, UTO LS BiIFEX%18H
LTLEZY,

Internet Explorer TiZZ L ¥y b h— FPiExE CHIH W20 8 A,
Microsoft Edge, Google Chrome, Safari 7z & D 7 7 7 # % ZHIF 72 X,

10


https://developer.paypal.com/docs/checkout/advanced/customize/3d-secure/v1/sdk/
https://developer.paypal.com/docs/checkout/advanced/customize/3d-secure/test/
https://developer.paypal.com/docs/checkout/advanced/customize/card-field-style/

% 7-. Android ¥R T Chrome %#{# > TW3IFATChrome D74 FE—FZFVICHRELTWS
BEIC. D—FBHROANDTELEVWE WS ERHIPRETEIZLHEHYVET (54 PE—FFFEesT
RETREVWSZLETHHEVESITY) ., TOFARICKEFIAFPE—FZFZICLTWEELKLEDLD
YEd,

Yo TNTx— L
<ldoctype html>
<head>
<script
src="https://www.paypal.com/sdk/js?’components=hosted-fields&client-
id=<client_id>&currency=JPY&intent=capture"
data-client-token="<client_token>">
</script>
</head>

<body>
<form id="my-sample-form">
<label for="card-number">Card Number</label>
<div id="card-number"></div>

<label for="expiration-date">Expiration Date</label>
<div id="expiration-date"></div>

<label for="cwv">CVV</label>
<div id="cwv"></div>

<button value="submit" id="submit" class="btn">Pay with Card</button>
</form>

<script>
// Check if card fields are eligible to render for the buyer's country. The card fields are not eligible in all
countries where buyers are located.
if (paypal.HostedFields.isEligible() === true) {
paypal.HostedFields.render({
createOrder: function (data, actions) {
// logic to return an order ID from your server
return fetch('/my-server/create-order, {
method: 'POST'
}).then(function (res) {
return res.json();
}).then(function (data) {
return data.id;

};
}
styles: {
'input’: {
'font-size": '14px’,
'font-family': 'Product Sans',
‘color': '#3a3a3a’
L
":focus': {
‘color': 'black’
L
".invalid'": {

'color': '#FFO000'

11



}
2
fields: {
number: {
selector: '#card-number',
placeholder: 'Credit Card Number',
2
cwv: {
selector: '#cwv',
placeholder: 'CVV',
2
expirationDate: {
selector: '#expiration-date’,
placeholder: 'MM/YYYY',
}

}
}.then(function (hf) {

document.querySelector('#my-sample-form').addEventListener('submit’, event => {
event.preventDefault();
hf.submit({

// Trigger 3D Secure authentication
contingencies: ['SCA_ALWAYS']

}.then(function (payload) {
// Make a call to capture the order (payload.orderld) here
1
1;
N
}
else {
/*
* Handle experience when
* Custom Card Fields is not eligible
*/
}

</script>

</body>
</html>

424 FRFTIERT B

¥ 7LV HTML 7 + — L D /my-server/create-order T [ i€ /v2/checkout/orders % BV — N2 5 2 —
N URFE R L 3,

https://developer.paypal.com/api/orders/v2/#orders create

Intent IC CAPTURE ¥ 72 AUTHORIZE % &€ L £ 97, JavaScript ® 7 T Y ¥ X — X CHEE L 7z intent
T DIHMERH Y T, intent ¥ T A — X % Capture ICT % & PFIFEHBMET I E 3, Authorize D
LA, SE0ARZEE L THRFEDHEIZITONLE A,

12


https://developer.paypal.com/api/orders/v2/#orders_create

DTFDOARTA=2%BIMLTLEE W, ¥7 MidkZa AR & 135875 2 XL ICrmEZ s T 528
£t purchase_units.shipping 1C A E DAEFT Tl 7  EEROBLELOFEMZIHE L T Z X0,
3D F 2T ICIIEAZT DRA, R, EHEFRTELEA AT FLABBETT,

e purchase_units.shipping: H5tE% 4 b _ECHRE L 72 Bl e Emr
e invoice_id: Bt THREFL = —EDOEXID

e payer.name: fEAH D K4

e payer.address: fifi A& OEFT

e payer.phone: i A& D EFEEH S

e payer.email_address: FEAZ D A — L7 FL &

T/, BDEEIELHA—F 74— L TCRAEEFMEZANLCOAZEHE - XG55 HEH Y T3,
https://developer.paypal.com/docs/checkout/advanced/sdk/v1/#link-integratebackend

Y7Ly s TR b
curl -v -X POST https://api-m.sandbox.paypal.com/v2/checkout/orders \
-H "Content-Type: application/json" \
-H "Authorization: Bearer <access token>"\

-d{
"intent": "CAPTURE",
"payer": {
"name":
"given_name": "AHS",
"surname": "H 11"
b
"email_address": "buyer@example.com”,
"address": {
"address_line_1": "& 1] 1-2-3",
"address_line_2": "~ A »XL )L 1001",
"admin_area_2": "#&[X",
"admin_area_1": "B ELHR",
"postal_code": "107-0001",
"country_code": "JP"
L
"phone": {
"phone_type": "MOBILE",
"phone_number": {
"national_number": "08034567890"
}
}
}
"purchase_units": [
{
"amount": {
"currency_code": "JPY",
"value": "1000",

"breakdown": {
"item_total": {
"currency_code": "JPY",
"value": "1000"
}
}
2

"items": [
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"name": "Sample Goods",
"unit_amount": {
"currency_code": "JPY",

"value": "1000"
2
"quantity": "1"
}
1,
"shipping": {
"name":
"full_name": "R 11"
2
"address": {

"address_line_1": "& 1] 1-2-3",
"address_line_2": "~ A »X)L £ )L 1001",
"admin_area_2": "¥&[X",
"admin_area_1": "B HR",
"postal_code": "107-0001",
"country_code": "JP"
}

2

"invoice_id": "your-own-uniqueid-for-an-order",

"custom_id": "EFEIEE D R X LoXT A — ZfE"

}

]
}I

Y7L ARV R
{

"id": "3W9401969M757672V",

"status": "CREATED",

"links": [

{

"href": "https://api.sandbox.paypal.com/v2/checkout/orders/3W9401969M757672V",
"rel": "self",
"method": "GET"

"href": "https://www.sandbox.paypal.com/checkoutnow?token=3W9401969M757672V",
"rel": "approve",
"method": "GET"

"href": "https://api.sandbox.paypal.com/v2/checkout/orders/3W9401969M757672V",
"rel": "update”,
"method": "PATCH"

"href": "https://api.sandbox.paypal.com/v2/checkout/orders/3W9401969M757672V/capture",
"rel": "capture",
"method": "POST"



425 3D EFaTRIFEREHET S

Z—H—7233D & F =7 D Submit Z177x o 72%% T. Show Order Details APl %> T, 3D & F =7 DFZ
SEERBESTWENE ) OERTEE L 9, Show Order Details APl IZ DWW Tld, U T % &ML 77
I\,

https://developer.paypal.com/docs/api/orders/v2/#orders get

"authentication_result": {
"liability_shift": "POSSIBLE",
"three_d_secure": {

"enrollment_status": "Y",
"authentication_status": "Y"

}
}

D API DL AKR Y ZAHND, payment_source.card.authentication_result DE T, 5| & i & 72 _LffEE
Capture Order APl % EITT 20L& ) »DHEEZ L 7,

HERFICOWTIE, UToH A Mk rRESHCZE W, ZOKOHFT [Continue with
authorization. | & 72 > T\ 25105 Z ft % 78 LHEE Capture Order API (% L < (I Authorize API) %
TOCeaMRLCVET, COMROHESMAFTIZ3D ¥ 2 TIEEMATH > THIA S RFZNM %
TOEBHEL o TVETDOT, VAT EZMY 72 W5 EL 3D & F = THETDOGA O ARG
ZAF &2 1TV, Liablitiy_shift 75 POSSIBLE £ 7213 YES D7 — ZAD AFE FHEE#FTH X 91T LT 2 &\,

https://developer.paypal.com/docs/checkout/advanced/customize/3d-secure/response-parameters/

X HEERFDOIZAIIUTO RFEEETTE] 2175
426 REZRERITTD

¥V 7LV HTML 7 + — L D /my-server/capture-order C [ it /v2/checkout/orders/{order_id}/capture % &
HH—"pba—n LikFErETLET,

https://developer.paypal.com/api/orders/v2/#orders capture

AT D~y XL T 7230w,

"PayPal-Request-Id: <Unique-Session-ldentifier>"

MEBR
LYy b= P (PayPal 717 v FRIFETRY) TH—FAE2LOHEEL 7 —Th o728
B APIDL AR Y ZEUTD XS Ick) £9,
[LARY A~y K]
HTTP L AR Y Za—F : 2xx &
[LAKRYZEF 4]
status: COMPLETED
purchase_units.payments.captures.status: DECLINED  (<=3F COMPLETED)

ZD71-%, RFEKH%E HTTP LAKR Y ZRa—FH 2xx B, . LRKY RFKT 1 D status H°
COMPLETED TH 3D 73 THIET S &, ELKHETER W8,
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https://developer.paypal.com/docs/api/orders/v2/#orders_get
https://developer.paypal.com/docs/checkout/advanced/customize/3d-secure/response-parameters/
https://developer.paypal.com/api/orders/v2/#orders_capture

purchase_units.payments.captures.status: COMPLETED ¢ > TW3 A bHET 2 L 5 TERE
{FEEL,

723, PayPal 7 AV v P IRFEDEE X, Authorize d L £ I Capture THIT X2 & HTTP AT —X R
1342 7 —HRINTET, ZOROEFHAI/ LYy P A—FRFLERD T,

Y7Ly s TR b
curl -v -X POST 'https://api-m.sandbox.paypal.com/v2/checkout/orders/{order_id}/capture'\
-H 'Content-Type: application/json' \
-H 'Authorization: Bearer <access-token>'\
-H 'PayPal-Request-Id: 7c3df866-90b7-4173-83e6-f2d2b53c8480"

YT RR R
{
"id": "1S536099LR689001U",
"status": "COMPLETED",
"payment_source": {
"card": {
"last_digits": "8229",
"brand": "VISA",
"type": "CREDIT"
}
}
"purchase_units": [
{
"reference_id": "default”,
"shipping": {
"name":
"full_name": "R & 1L"
}
"address": {
"address_line_1": "& 1] 1-2-3",
"address_line_2": "~ A »X)L £ )L 1001",
"admin_area_2": "#&[X",
"admin_area_1": "HTHR",
"postal_code": "107-0001",
"country_code": "JP"
}
2
"payments": {
"captures": [
{
"id": "47V78187KH288311P",
"status": "COMPLETED",
"amount": {
"currency_code": "JPY",
"value": "10"
2
"final_capture": true,
"disbursement_mode": "INSTANT",
"seller_protection": {
"status": "NOT_ELIGIBLE"
2

"seller_receivable_breakdown": {

16



"gross_amount": {
"currency_code": "JPY",
"value": "1000"

}

paypal_fee": {
"currency_code": "JPY",
"value": "76"

}

"net_amount": {
"currency_code": "JPY",
"value": "924"

}

2
"links": [

{
"href": "https://api.sandbox.paypal.com/v2/payments/captures/47V78187KH288311P",
"rel": "self",
"method": "GET"

}

{
"href":

"https://api.sandbox.paypal.com/v2/payments/captures/47V78187KH288311P/refund",
"rel": "refund",
"method": "POST"
2

{
"href": "https://api.sandbox.paypal.com/v2/checkout/orders/15S536099LR689001U",

"rel": "Up",
"method": "GET"
}

],
"create_time": "2021-01-25T07:56:182",

"update_time": "2021-01-25T707:56:182",
"processor_response": {
"response_code": "0000"

"links": [
{
"href": "https://api.sandbox.paypal.com/v2/checkout/orders/15536099LR689001U",
"rel": "self",
"method": "GET"

}
]
}

X A—V ) 2ERTIRSEIUTDO [F—VYVE2EFTTZ] REE2ETTS] 275
427 F—VUEZEITTS

TEC /v2/checkout/orders/{id}/authorize % & ft¥ — "6 a— L LikiF#EITL 9,

17



https://developer.paypal.com/api/orders/v2/#orders authorize

AT D~y XL T 723,

"PayPal-Request-Id: <Unique-Session-ldentifier>"

XERR
LYy b= PR (PayPal 717 v FRIFETRY) TH—FAE2LOHEEL 7 —Th o728
B APIDL AR Y ZFUTDO XS IckY £9,
[LARY A~y K]
HTTP L AR Y Za—F 1 2xx B
[LAKYZEF 4]
status: COMPLETED
purchase_units.payments.authorizations.status: DENIED  (<=3F CREATED)

ZD1=%, REEM%E HTTP LXK ZIA—FH 2xx Bh, . LRRYRKRT 1 O status »*
COMPLETED TH3H 73 THIET S &, ELLHIETE RV,
purchase_units.payments.authorizations.status: CREATED &> TWAHhHHIET S LS5 TiE
BLEELWL,

723, PayPal 7 H vV v FIRFDEA X, Authorize L < IX Capture THIT X415 & HTTP AT — X &
3422 27 —ARINE T, CORDOBEFHMBI/ LYy PA—FRFLEERD T,

Y7Ly s TR b
curl -v -X POST 'https://api-m.sandbox.paypal.com/v2/checkout/orders/{order_id}/authorize' \
-H 'Content-Type: application/json' \
-H 'Authorization: Bearer <access-token>'\
-H 'PayPal-Request-Id: 7c3df866-90b7-4173-83e6-f2d2b53¢c8480"

Y7L IRV R
{
"id": "5KA56930N3113540)",
"status": "COMPLETED",
"payment_source": {
"card": {
"last_digits": "8229",
"brand": "VISA",
"type": "CREDIT"
}
2
"purchase_units": [
{
"reference_id": "default”,
"shipping": {
"name":
"full_name": "R & 1L"

}’

"address": {
"address_line_1": "& 1] 1-2-3",
"address_line_2": "~ A »X)L £ )L 1001",
"admin_area_2": "#&[X",
"admin_area_1": "B THR",
"postal_code": "107-0001",

18


https://developer.paypal.com/api/orders/v2/#orders_authorize

"country_code": "JP"

}
b
"payments": {
"authorizations": [
{
"status": "CREATED",
"id": "1T3898K57614G8S79",
"amount": {
"currency_code": "JPY",
"value": "1000"
5
"seller_protection": {
"status": "NOT_ELIGIBLE"
5
"processor_response": {
"response_code": "0000"
5
"expiration_time": "2021-02-23T08:07:502",
"links": [
{
"href":
"https://api.sandbox.paypal.com/v2/payments/authorizations/1T3898K57614G8579",
"rel": "self",
"method": "GET"
2

{
"href":

"https://api.sandbox.paypal.com/v2/payments/authorizations/1T3898K57614G8579/capture",
"rel": "capture",
"method": "POST"
2

{
"href":

"https://api.sandbox.paypal.com/v2/payments/authorizations/1T3898K57614G8S579/void",
"rel": "void",
"method": "POST"
2

{
"href":

"https://api.sandbox.paypal.com/v2/payments/authorizations/1T3898K57614G8579/reauthorize",
"rel": "reauthorize",
"method": "POST"

"href": "https://api.sandbox.paypal.com/v2/checkout/orders/5KA56930N3113540)",
llrelll: "up",
"method": "GET"

}

],
"create_time": "2021-01-25T708:07:50Z",

"update_time": "2021-01-25T708:07:50Z"



"links": [
{
"href": "https://api.sandbox.paypal.com/v2/checkout/orders/5KA56930N3113540)",
"rel": "self",
"method": "GET"
}
]
}

MKA—VVEERTIBARLED [F—VV%ERTTS] . To [RELERTTS] 2175

428 REZRERITTH

TEC /v2/payments/authorizations/{authorization_id}/capture Z Bt — 26 a2 — L LIRIEEZET L

j‘o

https://developer.paypal.com/api/payments/v2/#authorizations capture

AT D~y X8l T 7230,

"PayPal-Request-Id: <Unique-Session-ldentifier>"

T2, UTO X ICE&EHZIEEL CH—V ) S50 &5z 5e LT 2 2 L 23r[gECd, £ TR

D b 5e EALE S 2 154 13 final_capture IC false Z18E L £ 97

{

"amount": {
"value": "700",
"currency_code": "JPY"
2
"invoice_id" : "your-own-uniqueid-for-an-order",
"final_capture": true

}

Y7Ly s TR b
curl -v -X POST 'https://api-
m.sandbox.paypal.com/v2/payments/authorizations/1T3898K57614G8S79/capture' \
-H 'Authorization: Bearer <Access-Token>'\
-H 'Accept: application/json' \
-H 'Content-Type: application/json' \
-H 'PayPal-Request-Id: 1cc9e87b-0410-4999-9fef-76d732a94bc9’

YU TIL RR R
{

"id": "OVG7SW2984469872W",

"status": "COMPLETED",

"links": [

{

"href": "https://api.sandbox.paypal.com/v2/payments/captures/OVG7SW2984469872W",
"rel": "self",
"method": "GET"

"href": "https://api.sandbox.paypal.com/v2/payments/captures/O0VG7SW2984469872W/refund",
"rel": "refund"”,
"method": "POST"
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b
{
"href": "https://api.sandbox.paypal.com/v2/payments/authorizations/1T3898K57614G8579",

el": "up",
"method": "GET"

43 LYy bH— FERDORFELEE (Vault)

TR ﬁif:¥&#nTL1m5¥E CTEHDADDFEEZEBML TL ZX v, Kk, AEEEEFET
T 372D IEEBMETT O T, FHYEIC RESTAPP @ ClientID Z3HF L 72 & v,

https://developer.paypal.com/limited-release/vault-payment-methods/vault-sdk/

431 A—¥—lth— FEROREOHHEEERS ¢TI KLV ERRT D

<div>
<input type="checkbox" id="vault" name="vault">
<label for="vault">Save your card</label>

</div>

cara numboer

MM/YYYY security code
Save your Card

432 I—Y—HIH—FEHROREREEZBIRLI-ZEFHRTEIIBE,. h— FERREREFED
TJ77 7 % true ICTH5EY YT DB

document.querySelector(‘#my-sample-form').addEventListener('submit’, (event) => {
event.preventDefault();
hf.submit({

// pass the value of the checkbox when submitting the advanced credit and debit card payments
instance

vault: document.querySelector('#vault').checked

}).then(function (payload) {
// Make a call to capture the order (payload.orderld) here
1
});

B, PV IRy JATRETEZE 2N —FESETRICREINTHEFTOT, THEELLEI W, &
72 L. 4111111111111111 %° 5555555555554444 7% & D Hifli7e /1 — F 513 % < O 5 I H X 3 5 [mEL

BB IEFICTELRL RBZZIERHVETOT, T 73— A58 Y) A rhojlol—FE
FTTAMZ2{ToTL TN,

https://developer.paypal.com/limited-release/vault-payment-methods/vault-sdk#link-testcards
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https://developer.paypal.com/limited-release/vault-payment-methods/vault-sdk/
https://developer.paypal.com/limited-release/vault-payment-methods/vault-sdk#link-testcards

/.30 FaTHOVaut BT AT BT RAMHA—FESZUTFEHEHL T 23w, (IEESR

D H)
TRAMH—FES BENHARR Cvv
4507371021526764 01/2025 123
5206181900115543
5470432115202579

433 REFEEIN/I-H—FNEHRERIET S

RFEDEIIT 2 & — PIERPARFINETOT, UTOHECI Y ZoEHmEMEL £3, L AF
Y AICIE, 22— —ID IZHf] { payment_method_token 23R X 11 E . payment_tokens.id % LARED
RFCHEALETOCT, REFLTHEET,

71— FIEM ORI & (ZFEFIHCFEIT I 9, payment_tokens.id 23HUF T & 702 7285613 5
Iz EZETC) P74 LTLZE 0,

VA DN
curl -v -k -X GET 'https://api-m.sandbox.paypal.com/v2/vault/payment-

tokens?customer_id=customer_12345&total_required=true'\
-H 'Authorization: Bearer <access_token>'\

-H 'Content-Type: application/json’

YT AR R

{

"customer_id": "customer_12345",
"payment_tokens": [

{
"id": "6km842",

"status": "CREATED",

"source":
"card": {

"brand": "VISA",
"last_digits": "1234"

}
}I
"links": [

{

"rel": "self",

"href": "https://api.paypal.com/v2/vault/payment-tokens/6km842",
"method": "GET"

b

{
"rel": "delete",
"href": "https://api.paypal.com/v2/vault/payment-tokens/6km842",
"method": "DELETE"

’

{
"rel": "edit",
"href": "https://api.paypal.com/v2/vault/payment-tokens/6km842",
"method": "PATCH"
}
]

22



}
],
"links": [
{
"rel": "self",
"href": "https://api.paypal.com/v2/vault/payment-
tokens?customer_id=customer_12345&page=1&page_size=5&total_required=false",
"method": "GET"
}
{
"rel": "first",
"href": "https://api.paypal.com/v2/vault/payment-
tokens?customer_id=customer_12345&page=1&page_size=5&total_required=false",
"method": "GET"
}
{
"rel": "last",
"href": "https://api.paypal.com/v2/vault/payment-
tokens?customer_id=customer_12345&page=1&page_size=5&total_required=false",
"method": "GET"

}
]
}

/v2/vault/payment-tokens/ APl #EfT3 % &, REEINA—F DA XER (W—F7 7 v F. B30
B, T4t ZzHS3 22 AT,

Y7Ly s TR b
curl -v -k -X GET 'https://api-m.sandbox.paypal.com/v2/vault/payment-tokens/3pgky3r' \
-H 'Authorization: Bearer <access_token>'\
-H 'Content-Type: application/json’

Y7L RRVR

{
Ilidll: ll3quy3rll,
"status": "CREATED",
"customer_id": "testuser001",

"source":
"card": {
"expiry": "2020-11",
"brand": "VISA",
"last_digits": "0026"
}
|3
"links": [
{
"href": "https://api.paypal.com/v2/vault/payment-tokens/3pgky3r",
"rel": "self",
"method": "GET",
"encType": "application/json"
2
{

"href": "https://api.paypal.com/v2/vault/payment-tokens/3pgky3r",
"rel": "delete",

23



"method": "DELETE",
"encType": "application/json"
}
]
}

434 REINE-H—RNEBERZYIBKBT S
BRIEEIN=h— FERZEIRT 213, FAPIZLATFD X 5 IC DELETE A VY v FCEITLE T,

Y7Ly s TR b
curl -v -k -X DELETE 'https://api-m.sandbox.paypal.com/v2/vault/payment-tokens/3pgky3r' \
-H 'Authorization: Bearer <access_token>'\
-H 'Content-Type: application/json’

YU TILL ARV R
HTTP A7 — & A & L T 204 No Content 258 X 41, Body (3Z2¢ 720 3,

BfFEn=h— VEREZRET 2855813, WEAD APHIZAEI LTV nzD, —HHEIBRL T, S
BRI L T2 & 0w,

44 RELEZA—FBERTORE

X #EFREISOVLWTIREI v avESBLTLESTL

441 REEERT S

TEC /v2/checkout/orders & Btk — o320 5 2 — L LREERER L £ 3

Intent IC mmeitimnmmn% YEL T T, intent ¥ T A — X % Capture I3 % & RIADHETE
INF $, Authorize DIGEICIZ. GEDAZHE L CTHEDIEEIXTTODINLE B A,

payment_source.card.vault_id i, LARTPRTE L 7z payment_tokens.id Z15E L T 723\, A —F 7 % —
LDRRNIIAETT,

AT D~y X8l T 723\,

"PayPal-Request-Id: <Unique-Session-ldentifier>"

Y7Ly s TR b
curl -v -X POST https://api-m.sandbox.paypal.com/v2/checkout/orders \
-H "Content-Type: application/json" \
-H "Authorization: Bearer <access token>"\
-H 'PayPal-Request-Id: 7c3df866-90b7-4173-83e6-f2d2b53c8480' \
-d{
"intent": "CAPTURE",
"application_context": {
"return_url": "https://example.com",
"cancel_url": "https://example.com"
2
"payer": {
"name":

24



"given_name": "KER",
"surname": " & [LI"
2
"email_address": "buyer@example.com”,
"address": {
"address_line_1": "# 1] 1-2-3",
"address_line_2": "~ A »XL )L 1001",
"admin_area_2": "#E[X",
"admin_area_1": "B FLHR",
"postal_code": "107-0001",
"country_code": "JP"
2
"phone": {
"phone_type": "MOBILE",
"phone_number": {
"national_number": "08034567890"
}
}
2
"payment_source": {
"card": {
"vault_id": "6km842"
"attributes": {
"verification": {
"method": "SCA_ALWAYS"
}
}
}
2
"purchase_units": [
{
"amount": {
"currency_code": "JPY",
"value": "1000",
"breakdown": {
"item_total": {
"currency_code": "JPY",
"value": "1000"
}
}
2
"items": [
{
"name": "Sample Goods",
"unit_amount": {
"currency_code": "JPY",
"value": "1000"
2
"quantity": "1"
}
1,
"shipping": {
"name":
"full_name": "AER & 1L"

}I

25



"address": {
"address_line_1": "& 1] 1-2-3",
"address_line_2": "~ A X)L £ )L 1001",
"admin_area_2": "¥&[X",
"admin_area_1": "H#R",
"postal_code": "107-0001",
"country_code": "JP"
}
2
"invoice_id": "your-own-uniqueid-for-an-order",
"custom_id": "EFEIEE D N R X LoXT A — Z{E"

}
]
}I

Y7L RV R
{
"id": "37905563G21548127",
"status": "PAYER_ACTION_REQUIRED",
"payment_source": {
"card": {
"name": "KEB FHL",
"last_digits": "6764",
"expiry": "2028-01",
"brand": "VISA",
"available_networks": [
"VISA"
],
"type": "CREDIT",
"bin_details": {
"bin": "412345",
"bin_country_code": "JP"
}
}
}
"purchase_units": [
{
"reference_id": "default"
}
1,
"links": [
{
"href": "https://api.paypal.com/v2/checkout/orders/37905563G21548127",
"rel": "self",
"method": "GET"
b
{
"href":
"https://www.paypal.com/webapps/helios?action=verify&flow=3ds&cart_id=37905563G21548127",
"rel": "payer-action"”,
"method": "GET"



442 3DLFXATRIXAETTS

"rel": "payer-action"® V) ¥ 7 ZMHEIF R LT T, 2D X IIC3DS DREGEHEIAFRINE T, 2 —H
—X TV ERALARRT = FEEANLEEFLET,

HBEGIRITHNSEBMDRBIAEN KD 5
n i L ch
Verified b
VISA
Added Protection

Please submit your Verified by Visa password
Merchant: MASAKISAITO
Amount: 100.
Date: 06/17/2021
Card Number: ************ 0010
Personal Message: Password is "1234"
User Name: test1

Password: ()
New User / Forgot your password?
Submit B £t

WU TEED X 9 1T liability_shift D YT A — X i} & T return_url ICEBE L £ 7,
https://example.com/?state=undefined&code=undefined&liability_shift=POSSIBLE

443 3D tF¥F 1 TRIEREZHET S

I —HF—23D & F =T D Submit Z{T7 - 72 T. Show Order Details APl Z{#i-> T, 3D ¥ = 7 DX
SEEESTWEDE ) »DEREZEUS L £ 3, Show Order Details API IZDWTlE, AT %2 ZSEL 72
I\,

https://developer.paypal.com/docs/api/orders/v2/#orders get

"authentication_result": {
"liability_shift": "POSSIBLE",
"three_d_secure": {

"enrollment_status": "Y",
"authentication_status": "Y"

}
}

ZDAPI DL AKR Y ZAHND, payment_source.card.authentication_result DE T, 5| & it & 72 _LfEE
Capture Order APl Z E{TT 202 & 9 »DHEZEZ L 3,

HERFICOWTIE, UToH A Pk RESHCZ SV, ZOKOHF T [Continue with
authorization. | & 72 > T 25105 2 ft % 72 LHEE Capture Order API (3 L < (I Authorize API) %
TOCeaMRL VTS, COMROHESMAFTIZ3D ¥ 2 TIEEMATH > THIA S RFZNM %
TOEBHEL R TVETDOT, VAT ZMY 72 W5 EL 3D & F 2 THETDO5A O ARG
ZfF &2 FTus, Liablitiy_shift 75 POSSIBLE £ 7213 YES D7 — ZAD AFE FHEE#FTH X 91T LTL 2 &\,

https://developer.paypal.com/docs/checkout/advanced/customize/3d-secure/response-parameters/

X EFEREDZARIBUTO REERTIS] 2175

444 REZRTTH
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https://developer.paypal.com/docs/api/orders/v2/#orders_get
https://developer.paypal.com/docs/checkout/advanced/customize/3d-secure/response-parameters/

TEC /v2/checkout/orders/{order_id}/capture & Bt — 26 a2 — L LRFEEET L T T,

https://developer.paypal.com/api/orders/v2/#orders capture

UTFD~y Z&BIMLTLZI W,

"PayPal-Request-Id: <Unique-Session-ldentifier>"

Y7Ly T X b
curl -v -X POST 'https://api-m.sandbox.paypal.com/v2/checkout/orders/{order_id}/capture'\
-H 'Content-Type: application/json' \

-H 'Authorization: Bearer <access-token>'\
-H 'PayPal-Request-Id: 7c3df866-90b7-4173-83e6-f2d2b53c8480'

X A=YV %ERTIFRIIUTD [F—VV%EETTE] RELETTE] 2175
445 F—VUV%aEITTD
TEC /v2/checkout/orders/{id}/authorize % E#L ¥ — b a—L LA —V D EETL LT,

https://developer.paypal.com/api/orders/v2/#orders authorize

AT D~y X8l T 7230,

"PayPal-Request-Id: <Unique-Session-ldentifier>"

Y7Ly s TR b
curl -v -X POST 'https://api-m.sandbox.paypal.com/v2/checkout/orders/{order_id}/authorize' \
-H 'Content-Type: application/json' \
-H 'Authorization: Bearer <access-token>'\
-H 'PayPal-Request-Id: 7c3df866-90b7-4173-83e6-f2d2b53¢c8480"

HKA—VVEERTIBARLED [F—VV%ERTTS] . To RELETTS] 2175

446 REZRTTH

TEC /v2/payments/authorizations/{authorization_id}/capture Z Bt — 26 a2 — L LIRIEEZETL

j‘o

AT D~y XL T 7230w,

"PayPal-Request-Id: <Unique-Session-ldentifier>"

T, UTOXS c@MziREL T — Y ) SO Iz LABES 5 2 L3 n[Re T, BT’

D b 5e EALEE S 2 54 13 final_capture IC false Z8E L £ 9,

{

"amount": {
"value": "700",
"currency_code": "JPY"
2
"invoice_id" : "your-own-uniqueid-for-an-order",
"final_capture": true

}
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https://developer.paypal.com/api/orders/v2/#orders_capture
https://developer.paypal.com/api/orders/v2/#orders_authorize

Y7Ly s TR b
curl -v -X POST 'https://api-
m.sandbox.paypal.com/v2/payments/authorizations/1T3898K57614G8S79/capture' \
-H 'Authorization: Bearer <Access-Token>'\
-H 'Accept: application/json' \
-H 'Content-Type: application/json' \
-H 'PayPal-Request-1d: 1cc9e87b-0410-4999-9fef-76d732a94bc9’

45 REFELI-H—FEBEBRTCORGES
451 REZETTD
TEC /v2/checkout/orders # BfEH — "6 a— L LikiE#EITLE T,

payment_source.card.vault_id IZ, LART{RTE L 7z payment_tokens.id #IEE L T &\, A—F 7 5 —
LDORRNIIARETT,

SEE 7 AR FERE (SCA) DA E Pk 2 ML 2 56, K WIEEZ R L <G> wWToB =
VIR AR TILERE Y T, KL CIEEAERT 5 2 LT, WAEGE. REFS N A —
F. ZoMoERZETNCUIR I NS Z L 3MRAEEINE T, o WIEEEE ST C L <, Il
PIER SN BT 2 TEES, BHEICEAT2EBMoay 732+ 2#t5 57201, F
XY 72 A+ DIERKIRFIC stored_credential Z & ® T L 72X\,

AT D~y XL T 7230w,

"PayPal-Request-Id: <Unique-Session-ldentifier>"

Y7Ly T X b
curl -v -X POST https://api-m.sandbox.paypal.com/v2/checkout/orders \
-H "Content-Type: application/json" \
-H "Authorization: Bearer <access token>"\
-H 'PayPal-Request-Id: 7c3df866-90b7-4173-83e6-f2d2b53c8480' \

-d{
"intent": "CAPTURE",
"payer": {
"name":
"given_name": "KER",
"surname": "F 11"
b
"email_address": "buyer@example.com”,
"address": {
"address_line_1": "# 1] 1-2-3",
"address_line_2": "~ A »XL )L 1001",
"admin_area_2": "#&[X",
"admin_area_1": "B ELHR",
"postal_code": "107-0001",
"country_code": "JP"
L
"phone": {

"phone_type": "MOBILE",
"phone_number": {
"national_number": "08034567890"

}
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}

2
"payment_source": {
"card": {
"vault_id": "6km842"
"stored_credential": {
"payment_initiator": "MERCHANT",
"payment_type": "RECURRING",
"usage": "SUBSEQUENT",
"previous_transaction_reference": "95M63758F24067141"
}
}
2
"purchase_units": [
{
"amount": {
"currency_code": "JPY",
"value": "1000",
"breakdown": {
"item_total": {
"currency_code": "JPY",
"value": "1000"
}
}
2
"items": [
{
"name": "Sample Goods",
"unit_amount": {
"currency_code": "JPY",
"value": "1000"
2
"quantity": "1"
}
1,
"shipping": {
"name":
"full_name": "R & 1L"
2
"address": {
"address_line_1": "& 1] 1-2-3",
"address_line_2": "~ A »X)L £ )L 1001",
"admin_area_2": "#&[X",
"admin_area_1": "HHR",
"postal_code": "107-0001",
"country_code": "JP"
}
2

"invoice_id": "your-own-uniqueid-for-an-order",
"custom_id": "EFEIEE D N R X LoXT A — Z{E"
}
]
}I
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46 —4vRH

BT Y EFor—X

1

Froniend baciand
1 1
i i
——

—— Choose to pay by Card —»|

OAuth Request >
Post /V1/oauth2/token
1 Access Token
Reusable for 9 hours

L Client Token Request '
Post /V1/identity/generate-token

<t Client Token

———Client Token returned

—— Form Rendering Request with SDK — I

—— Rendered Form

input card info '
and click Pay button

—— Create Transaction Request ——p
Create Order Request 5
Post /V2/checkout/orders

€4———Retum Order ID ——

>
Capture Reguest
Post /V2icheckout/orders/+orderld+'/capture

44— Retun Result ———

44— Return Transaction Status

47 FTy ot RE
471 REFOF v - RE

TEC /v2/payments/captures/{capture_id}/refund Z BEft¥ — b3 — L LIFDF ¥ v, BRER
EITLE T,

https://developer.paypal.com/api/payments/v2/#captures refund

PayPal 7TH v ¥ F DERED»LBREINTTOT, EfT T2 I3 +onEE0sHE T, BREenEEnE
EEEGE I H 25 180 HIEI T3,

SR IEE L A2 B9 5 2 LASA[RETT,

472 F—VUDFxv - RkE
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https://developer.paypal.com/api/payments/v2/#captures_refund

T&C /v2/payments/authorizations/{authorization_id}/void # &tL ¥ — " ba—Lr LA =V VD F ¥ v
NV EETLET,

https://developer.paypal.com/api/payments/v2/#authorizations void

4.8 JIEFEER

481 HTTPATFT—&XRXOA—FK

https://developer.paypal.com/api/rest/responses/#link-httpstatuscodes

PayPal APl = — Lt HTTP AT —4Z ZAa—FZ&RL ¥7,
RFD 7T AP OFERIT, http AT — XA, RIFEAT— XA, LAKVRa— FzIicfilL 3,

200 F: AL I — F (KR, BLXOHIT) MEE L CwET, = F&hrob5E2 7 - %2
HICHIT =3 IC oW Tld, API L 2K Y 2D status »¥ 7 A — X 25 DECLINED TiRE I N E T,
(A=Y UV CHTFT I N/5E 1T status X7 A — X DENIED & 72 D £37, )
https://developer.paypal.com/api/orders/v2/#definition-capture

400 F: RIFY 7T APDOAN) T —vavEIi—, JFY 7 A MCHERH Y £7,

500 %: W& = 7 —, [A— PayPal-Request-ID & InvoiceID TY P74 LT &0, (XXA LTV D
LBEaEbY FIA)

R
LYy b= P (PayPal 717 v FRIFETRY) TH—FAE2LOHEEL 7 —Th o728
B APIDL AR Y ZFUTD XS Ick) £9,
[LARY A~y K]
HTTP L AR Y Za—F 1 2xx B
[LAKYZEF 4]
status: COMPLETED
purchase_units.payments.captures.status: DECLINED  (<=3F COMPLETED)
EA
purchase_units.payments.authorizations.status: DENIED  (<=3F CREATED)

ZD1=%, REEI%E HTTP LXK ZIA—FH 2xx Bh, . LRRY RKRT 1 O status »*
COMPLETED TH» %273 THIET 2 &, ELKHIETEL W8,
purchase_units.payments.captures.status: COMPLETED., 7#:IZ
purchase_units.payments.authorizations.status: CREATED ¢ 4> TW A A bHET S LS5 TiE
BLEELWL,

723, PayPal 7 AV v M IRFEDEE X, Authorize D L £ I Capture THIT X2 & HTTP AT —4X R
2422 27 =PRI NE T, COHDEHR /LYy P A—FRFLERD 5,

EE:

HTTPSxx £/l y b7 =2 XA L7V bDIFETH. PayPal F 7 Yoy 3 vHMEREI Iz
AJEEMS B Y £, ST a v OBREERIIBICIE. LETE R U PayPal-Request-ld HTTP

Ay H—2FERALT. ALY 2IRba—nz2d b —RERYERI 268D LET, &
nesRLTIEIN,

APl idempotency
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https://developer.paypal.com/api/payments/v2/#authorizations_void
https://developer.paypal.com/api/rest/responses/#link-httpstatuscodes
https://developer.paypal.com/api/orders/v2/#definition-capture

https://developer.paypal.com/api/rest/reference/idempotency/

HTOHHICDOWTIL, APl L 2K ¥ A D processor_response »X7 A — X IlGFInb 7 —a—F%
ZWLCLEI v, 27—a—Fo—ElZTilo@Ey ¢,

Error Code Description

0000 APPROVED

0100 REFERRAL

0800 BAD_RESPONSE_REVERSAL_REQUIRED
1000 PARTIAL_AUTHORIZATION

1300 INVALID_DATA_FORMAT

1310 INVALID_AMOUNT

1312 INVALID_TRANSACTION_CARD_ISSUER_ACQUIRER
1317 INVALID_CAPTURE_DATE

1320 INVALID_CURRENCY_CODE

1330 INVALID_ACCOUNT

1335 INVALID_ACCOUNT_RECURRING

1340 INVALID_TERMINAL

1350 INVALID_MERCHANT

1360 BAD_PROCESSING_CODE

1370 INVALID_MCC

1380 INVALID_EXPIRATION

1382 INVALID_CARD_VERIFICATION_VALUE
1384 INVALID_LIFE_CYCLE_OF_TRANSACTION
1390 INVALID_ORDER

1393 TRANSACTION_CANNOT_BE_COMPLETED
0500 DO_NOT_HONOR

5100 GENERIC_DECLINE

5110 CVV2_FAILURE

5120 INSUFFICIENT_FUNDS

5130 INVALID_PIN

5140 CARD_CLOSED

5150 PICKUP_CARD_SPECIAL_CONDITIONS. Try using another card. Do not retry the same card.
5160 UNAUTHORIZED_USER

5170 AVS_FAILURE

5180 INVALID_OR_RESTRICTED_CARD. Try using another card. Do not retry the same card.
5190 SOFT_AVS

5200 DUPLICATE_TRANSACTION

5210 INVALID_TRANSACTION

5400 EXPIRED_CARD

5500 INCORRECT_PIN_REENTER


https://developer.paypal.com/api/rest/reference/idempotency/

5800 REVERSAL_REJECTED

5900 INVALID_ISSUE

5910 ISSUER_NOT_AVAILABLE_NOT_RETRIABLE
5920 ISSUER_NOT_AVAILABLE_RETRIABLE

6300 ACCOUNT_NOT_ON_FILE

7600 APPROVED_NON_CAPTURE

7700 ERROR_3DS

7710 AUTHENTICATION_FAILED

7800 BIN_ERROR

7900 PIN_ERROR

8000 PROCESSOR_SYSTEM_ERROR

8010 HOST_KEY_ERROR

8020 CONFIGURATION_ERROR

8030 UNSUPPORTED_OPERATION

8100 FATAL_COMMUNICATION_ERROR

8110 RETRIABLE_COMMUNICATION_ERROR
8220 SYSTEM_UNAVAILABLE

9100 DECLINED_PLEASE_RETRY. Retry

9500 SUSPECTED_FRAUD. Try using another card. Do not retry the same card.
9510 SECURITY_VIOLATION

9520 LOST_OR_STOLEN. Try using another card. Do not retry the same card.
9530 HOLD_CALL_CENTER. The merchant must call the number on the back of the card. POS scenario.
9540 REFUSED_CARD

9600 UNRECOGNIZED_RESPONSE_CODE

5930 CARD_NOT_ACTIVATED

PPMD PPMD

PPCE CE_REGISTRATION_INCOMPLETE

PPNT NETWORK_ERROR

PPCT CARD_TYPE_UNSUPPORTED

PPTT TRANSACTION_TYPE_UNSUPPORTED
PPCU CURRENCY_USED_INVALID

PPQC QUASI_CASH_UNSUPPORTED

PPVE VALIDATION_ERROR

PPVT VIRTUAL_TERMINAL_UNSUPPORTED
PPDC DCC_UNSUPPORTED

PPER INTERNAL_SYSTEM_ERROR

PPIM ID_MISMATCH

PPH1 H1_ERROR

PPSD STATUS_DESCRIPTION



PPAG

PPLS

PPCO

PPAD

PPAU

PPUC

PPUR

PPVC

PPSO

PPS1

PPS2

PPS3

PPS4

PPS5

PPS6

PPRF

PPEX

PPAX

PPDV

PPDI

PPAR

PPBG

PPGR

PPCR

PPAI

PPIF

PPMC

PPAE

PPFV

PPII

PPPM

PPUA

PPFI

PPEF

PPFR

PPEL

PCVV

PPTV

PPTE

ADULT_GAMING_UNSUPPORTED
LARGE_STATUS_CODE

COUNTRY

BILLING_ADDRESS

MCC_CODE
CURRENCY_CODE_UNSUPPORTED
UNSUPPORTED_REVERSAL
VALIDATE_CURRENCY
BANKAUTH_ROW_MISMATCH
BANKAUTH_ROW_SETTLED
BANKAUTH_ROW_VOIDED
BANKAUTH_EXPIRED
CURRENCY_MISMATCH
CREDITCARD_MISMATCH
AMOUNT_MISMATCH
INVALID_PARENT_TRANSACTION_STATUS
EXPIRY_DATE
AMOUNT_EXCEEDED
AUTH_MESSAGE

DINERS_REJECT

AUTH_RESULT

BAD_GAMING
GAMING_REFUND_ERROR
CREDIT_ERROR
AMOUNT_INCOMPATIBLE
IDEMPOTENCY_FAILURE
BLOCKED_MASTERCARD
AMEX_DISABLED
FIELD_VALIDATION_FAILED
INVALID_INPUT_FAILURE
INVALID_PAYMENT_METHOD
USER_NOT_AUTHORIZED
INVALID_FUNDING_INSTRUMENT
EXPIRED_FUNDING_INSTRUMENT
RESTRICTED_FUNDING_INSTRUMENT
EXCEEDS_FREQUENCY_LIMIT
CVV_FAILURE
INVALID_VERIFICATION_TOKEN

VERIFICATION_TOKEN_EXPIRED
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PPPI INVALID_PRODUCT

PPIT INVALID_TRACE_ID

PPTF INVALID_TRACE_REFERENCE

PPFE FUNDING_SOURCE_ALREADY_EXISTS
PPTR VERIFICATION_TOKEN_REVOKED

PPTI INVALID_TRANSACTION_ID

PPD3 SECURE_ERROR_3DS

PPPH NO_PHONE_FOR_DCC_TRANSACTION
PPAV ARC_AVS

PPC2 ARC_CwV

PPLR LATE_REVERSAL

PPNC NOT_SUPPORTED_NRC

PPRR MERCHANT_NOT_REGISTERED

PPSC ARC_SCORE

PPSE AMEX_DENIED

PPUE UNSUPPORT_ENTITY

PPUI UNSUPPORT_INSTALLMENT

PPUP UNSUPPORT_POS_FLAG

PPRE UNSUPPORT_REFUND_ON_PENDING_BC

482 HB|RT—%2X
Capture D#ER (L. purchase_units.payments.captures.status % fiffse L T £ 72 X\,

COMPLETED - 5¢ L5173 4

DECLINED - 52 L#HI'F

PARTIALLY_REFUNDED - 72 L &%H D —ERSEH SR B3 &

PENDING - 5¢ b D {RE, FHHlIC DWW Tld, status.details Z MR L TL 2 &\,
REFUNDED - 3R 3775 &

Authorization D513, purchase_units.payments.authorizations.status % fiffae. L T £ 72 &\,

CREATED - A — YV U EITiH H, 76 LITRET,

CAPTURED - 7+ — ¥ V icx 3 3 58 LS EfTiE A4

DENIED- A — Y VAN

EXPIRED - A — U &%)

PARTIALLY_CAPTURED - +— ¥ VD icxf L, —&B&EHDIE LA FEFTiF A4

VOIDED - A — Y U HU D 1§ L i &

PENDING - {8, F7 — 213V 27 Hlric X vy —HEFIC T3 7 — 2T, FflicownTit,
status.details # I L TL 72 & Wy,

B, LARYZAD status DfEIZLL T D & B Y T,

CREATED - 1 3ME R I &
SAVED - (& [aliZffH L 2 A)
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APPROVED - . — ¥ %3 PayPal YR T3 A W % KGR A
VOIDED - HX Y 314 L 7% &
COMPLETED - & — ¥V U % 72 1352 L A EITHF

4.8.3 Paypal-Debug-Id

DFEICHETT,
49 I 7 —4AL3E

49.1 |BLMICZS—0DL ARy REIRT A

IT7—%Y a2l — 13 5ITiE, Ordersv2 35 X U Payments v2 REST API - N L C PayPal-Mock-
Response U 77 T A b~y X —%fHHL £ 3,

-H "PayPal-Mock-Response: {"mock_application_codes" : "INSTRUMENT_DECLINED"}"

https://developer.paypal.com/tools/sandbox/negative-testing/request-headers/

HTTP X T —X X d— K
https://developer.paypal.com/api/rest/responses/

Ordersv2API Z5 — X vt —
https://developer.paypal.com/api/rest/reference/orders/v2/errors/

Paymentsv2API T 7 — X vyt —3
https://developer.paypal.com/api/payments/v2/#errors

49.2 Sandbox IREBICHITHAH—FKETDOTX MAE

L ARV A~y XD Paypal-Debug-ld (ZH4FTIRIF L TL 72 &\, APl o — VIR EBFRE L 2856

BUF D54 Sandbox ICB T 3 PFH TOT A %75 Z L HBA[EETT ., MIFET TR IEA—V UV E

fTD L AR ¥ & T purchase_units.payments.captures.status=DECLINED, ¥ 7z (%

purchase_units.payments.authorizations.status=DENIED 232 » % 3, (il ® processor_response & & O 7

AMITEEEA, )

/v2/checkout/orders % 22— /L3 % RIC, payer.name.given_name % CCREJECT-REFUSED D X 9 ICf8E L

QN

"payer":{
"name":
"given_name":"CCREJECT-REFUSED ",
"surname" "FH "

}
}

410 RXNTZ 0574 R

4101 77AT Y b YA RO F—2 3 VANEBAEEMT S
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https://developer.paypal.com/tools/sandbox/negative-testing/request-headers/
https://developer.paypal.com/api/rest/responses/
https://developer.paypal.com/api/rest/reference/orders/v2/errors/
https://developer.paypal.com/api/payments/v2/#errors

AN1EN2 5 — FEROIEADIERZHET 2NV T —va VM E 7 747 v b3 A4 FIGBINT 3
LT, A—=FERANKICZDOEXZHEL, AERY 7T X IRETINE L2 e T
x4, PlZIE TR L) I A BINT 3 2 2T, ELWERTH—FEHRBEANEI NS T,
71w bRX V% disabled 1T 52 ENTEET,

1. Card Fields @ submit & & ~ OHIHAIRFE % disabled IZ L $ 97,

<button value="submit" id="submit" class="btn" disabled>Pay with Card</button>

2. TRl 2B L. IE LW Th— FIER AT & NI D & submit & % v 23 1EHAL & 4
LrxoicLES,

LYYy M A=RT7A—=LDANBRONY 7 —3 3 VE

paypal.HostedFields.render({ /* ... */ }).then(function (cardFields) {
cardFields.on('validityChange', function (event) {
var state = cardFields.getState();
var formValid = Object.keys(state.fields).every(function (key) {
return state.fields[key].isValid;
1
if (formValid) {
// enable submit button
document.querySelector("#submit").disabled = false;
}else {
// disable submit button
document.querySelector("#submit").disabled = true;
}
1
1

4102 BHEEIOZ )y JARY CHARET L EEFET S
ZI—PF—BETH KR EZ vy Z2EEE 7Y v 7 L 72BRIC submit OUUESERRIFELCLEHI &, Vo

A+ DRSO B AREED BV £, 7Y v 74XV P HBEEEFEE L v X5 Zfilffl Z 8y
T2 e RHMEREL 5,

5 FFxaxtvFb

PayPal 7 =1 v X—H A }
https://developer.paypal.com/home/

Sandbox (7~ & b BRlHE)
https://developer.paypal.com/tools/sandbox/
3% Developer account (ZHA TR ZFIHICANT A, BHFEOEIARTH7 Y b EERLZE 0,

i
https://developer.paypal.com/api/rest/

Advanced credit and debit card payments
https://developer.paypal.com/docs/checkout/advanced/

Vaulting
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https://developer.paypal.com/home/
https://developer.paypal.com/tools/sandbox/
https://developer.paypal.com/api/rest/
https://developer.paypal.com/docs/checkout/advanced/

https://developer.paypal.com/limited-release/vault-payment-methods/

3D Secure
https://developer.paypal.com/docs/checkout/advanced/customize/3d-secure/

Orders API
https://developer.paypal.com/api/orders/v2/

Payments API
https://developer.paypal.com/api/payments/v2/

APl L AER vV R
https://developer.paypal.com/api/rest/responses/

TH+—LDHARA X
https://developer.paypal.com/docs/checkout/advanced/customize/card-field-style/
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https://developer.paypal.com/limited-release/vault-payment-methods/
https://developer.paypal.com/docs/checkout/advanced/customize/3d-secure/
https://developer.paypal.com/api/orders/v2/
https://developer.paypal.com/api/payments/v2/
https://developer.paypal.com/api/rest/responses/
https://developer.paypal.com/docs/checkout/advanced/customize/card-field-style/

