
PPaayyPPaall  OOnnlliinnee  CCaarrdd  PPaayymmeenntt  SSeerrvviicceess  AAggrreeeemmeenntt  ((pprreevviioouussllyy  tthhee  PPaayyPPaall  WWeebbssiittee

PPaayymmeennttss  PPrroo  aanndd  VViirrttuuaall  TTeerrmmiinnaall  AAggrreeeemmeenntt))

Last updated on October 10, 2024

This PayPal Online Card Payment Services Agreement ("Agreement") contains the terms of a contract

between you (also referred to as the “Merchant”) and PayPal UK Ltd ("PayPal" or "we").

AAbboouutt  tthhiiss  AAggrreeeemmeenntt

This Agreement applies to you if you are registered with PayPal as resident of the UK, Jersey,

Guernsey or Isle of Man.

By integrating or using any of the Products or Online Card Payment Services you agree to be bound

by the terms of this Agreement. If you are offered and choose to use any Product, Online Card

Payment Service or functionality (including technology) mentioned in this Agreement, the terms in

this Agreement relating to that Product, Online Card Payment Service or functionality apply.

The Products are:

• WWeebbssiittee  PPaayymmeennttss  PPrroo - a suite of functionality consisting of Express Checkout, Direct

Payments API, and Virtual Terminal as standard. Optional additional services include Fraud

Protection Tools, and the Recurring Payments Tool.

• AAddvvaanncceedd  CCrreeddiitt  aanndd  DDeebbiitt  CCaarrdd  PPaayymmeennttss - a suite of functionality consisting of the

Advanced Credit and Debit Card Payments API as standard and optional additional services such

as the Fraud Protection Tools or Chargeback Protection Tool. We may also offer you as optional

additional services any of the following:

• any Website Payments Pro functionality;

• the Vaulting Tool; and

• the Account Updater Service.

• VViirrttuuaall  TTeerrmmiinnaall  ––  the Virtual Terminal functionality as a standalone Product.

Each of the Products includes one or more Online Card Payment Services. The Online Card Payment

Services are:

• DDiirreecctt  PPaayymmeennttss  AAPPII - Functionality for performing credit and debit card transactions, where
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the card details are entered online by the cardholder.

• AAddvvaanncceedd  CCrreeddiitt  aanndd  DDeebbiitt  CCaarrdd  PPaayymmeennttss AAPPII  --  Functionality for performing credit and debit

card transactions, where the card details are entered online by the cardholder, as an alternative

to the Direct Payments API.

• VViirrttuuaall  TTeerrmmiinnaall - Functionality provided by PayPal to enable you to receive a card payment by

manually entering Card Data given to you by the cardholder.

The User Agreement for PayPal Service (which we call here the UUsseerr  AAggrreeeemmeenntt), Commercial Entity

Agreement and Privacy Statement form part of this Agreement. See section 5 for more provisions

relating to how these other legal documents apply.

We may amend, delete or add to this Agreement in line with the Change process set out in the User

Agreement. If you do not agree with any Change, you may terminate this Agreement as set out in

section 8 of this Agreement.

Please view ddoowwnnllooaadd  aanndd  ssaavvee this agreement.

11..  SSeettttiinngg  uupp  aanndd  aaccttiivvaattiinngg  yyoouurr  PPrroodduucctt

11..11  GGeettttiinngg  ssttaarrtteedd.. To obtain and use your Product, you must first do all of the following:

1.1.1 Complete the online application and approval process for your Product, open a PayPal

Business Account (if you do not already have one), and follow the instructions set out in

PayPal’s online process to access and use your Product.

1.1.2 Integrate your Product into the payment process of your website, if your Product is

Website Payments Pro or Advanced Credit and Debit Card Payments. You are not required to

integrate your Product into the payment process of your website if you only access and use

Virtual Terminal. PayPal is not responsible for any problems that could occur by integrating

your Product into your 'live' website.

1.1.3 Activate your Product by using it in a ‘live’ payment transaction for the first time.

If your Product is Website Payments Pro or Advanced Credit and Debit Card Payments, we may allow

you to integrate and use the Direct Payments API or Advanced Credit and Debit Card Payments API–

as a PayPal Hosted Integration or Self Hosted Integration.

We may set either Hosting Option as your default option for integrating the Direct Payments API or

Advanced Credit and Debit Card Payments API into the payment process of your website.

11..22  RReeqquuiirreedd  uussee  ooff  EExxpprreessss  CChheecckkoouutt.. If we offer you Express Checkout functionality as part of

your Product and you choose to use that Product, you must implement PayPal Express Checkout as
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part of your website integration; see section 2.8 below. In implementing Express Checkout, you agree

that your website:

1.2.1 Includes a PayPal Express Checkout button either: (A) before you request the shipping/

billing address and other financial information from your customers or (B) on the same page

that you collect such information if you only use one page for your checkout process.

1.2.2 Offers PayPal as a payment option together with the other payment options you offer

for Express Checkout. The PayPal logo must be displayed with equal or greater prominence as

the logos for your other payment options.

1.2.3 Provides your customers with the option of not storing their personal information,

including their email address, shipping/billing address, and financial information, as part of

the checkout process.

Failure to implement Express Checkout affects the fees you pay; see section 2.8.

11..33  CCaanncceellllaattiioonn.. We may terminate your access to and/or use of any or all Products and / or

terminate this Agreement at any time before the Activation Date by notifying you.

22..  FFeeeess

22..11  HHooww  ffeeeess  aarree  ppaaiidd. You agree to pay the fees in this Agreement as they become due without set-

off or deduction. You authorise us to (and we may) collect Monthly Fees first from any available

Balance in your Account and then also from the funding source(s) registered for your Account, and

you authorise us to (and we may) collect fees for receiving payments from the payments you receive

before those funds are credited to your account. If we are unable to collect a past due fee from your

Account and its funding source(s), we may take action against you as provided in the User Agreement

for unpaid fees.

Except as further provided in this Agreement, you agree to pay the fees set out in the User

Agreement.

Unless otherwise stated in this Agreement, fees will be charged in the currency of the payment

received.

22..22  MMoonntthhllyy  FFeeeess

The monthly fee for receiving card payments applies as outlined in the PayPal Merchant Fees page.

22..33  TTrraannssaaccttiioonn  FFeeeess  ffoorr  SSttaannddaarrdd  PPaayyPPaall  PPaayymmeennttss  wwiitthh  EExxpprreessss  CChheecckkoouutt

The fee for Receiving Domestic payments (Selling) (alternatively known as the Commercial

Transaction Rates applicable to domestic transactions) as outlined in the PayPal Merchant Fees
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page applies to each domestic Standard PayPal Payment you receive via Express Checkout.

On and from August 19, 2019 the PayPal Merchant Rate no longer applies. In place of the PayPal

Merchant Rate, the fee for Receiving Domestic payments (Selling) (alternatively known as the

standard rate for receiving domestic transactions) as outlined in the PayPal Merchant Fees

page applies to each domestic Standard PayPal Payment you receive via Express Checkout.

22..44  TTrraannssaaccttiioonn  FFeeeess  ffoorr  rreecceeiivviinngg  CCaarrdd  PPaayymmeennttss  

The fees called out in the PayPal Merchant Fees page apply to each domestic payment you receive

from a card using the Online Card Payment Services. If you opt to be charged under the Interchange

Plus Fee Structure, you will be charged the fees called out in the PayPal Merchant Fees page for

receiving card payments plus the Interchange Fee.

From August 19, 2019 the PayPal Merchant Rate no longer applies. In place of the PayPal Merchant

Rate, the PayPal Standard Rate applies.

FFoorr  AAddvvaanncceedd  CCrreeddiitt  aanndd  DDeebbiitt  CCaarrdd  PPaayymmeennttss  uusseerrss  oonnllyy:: you may opt to be charged under the

Interchange Plus Fee Structure. Please ccoonnttaacctt  uuss for further information. If you opt to be charged

under the Interchange Plus Plus Fee Structure, the additional terms outlined in section 3.2 below will

apply.

22..55 FFiixxeedd  FFeeeess

The Fixed Fees as outlined in the PayPal Merchant Fees page for receiving card payments apply.

22..66  MMeerrcchhaanntt  RRaattee

On and from August 19, 2019 the PayPal Merchant Rate no longer applies. In place of the PayPal

Merchant Rate, the Transaction Fees outlined in sections 2.3 and 2.4 apply, subject to the rest of this

section 2.

22..77  AAddddiittiioonnaall  TTrraannssaaccttiioonn  FFeeeess

The Additional Transaction Fees as outlined in the PayPal Merchant Fees page for receiving card

payments apply.

22..88  MMaasstteerrCCaarrdd  ttrraannssaaccttiioonnss. For further information about MasterCard’s rules and rates, please

visit: hhttttpp::////wwwwww..mmaasstteerrccaarrdd..ccoomm//uuss//mmeerrcchhaanntt//iinnddeexx..hhttmmll.

22..99  MMoonntthhllyy  RReeppoorrttss  oonn  TTrraannssaaccttiioonn  CCoossttss. PayPal shall make available monthly reports on

transaction costs (inclusive of interchange fees) for card transactions which you process with PayPal

Website Payments Pro, Advanced Credit and Debit Card Payments and Virtual Terminal. These

reports will be downloadable from your PayPal Account. The reports do not include any Standard
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PayPal payments.

33..11  CChhooiiccee  ooff  IInntteerrcchhaannggee  PPlluuss  FFeeee  SSttrruuccttuurree  aanndd  BBlleennddeedd

PPrriicciinngg  FFeeee  SSttrruuccttuurree

You may choose the fee structure applicable to you for your receipt of card payments through any of

the Online Card Payment Services (including via Direct Payment API, Advanced Credit and Debit Card

Payments API and/or Virtual Terminal) by the methods or procedures that PayPal may make available

to you. If you do not make an election, you will stay on your existing fee structure.

You may choose your fee structure for future transactions only, not for past transactions. This means

that if you opt to be charged under the Interchange Plus Fee Structure, the respective Interchange

Plus Fee Structure will apply to Online Card Payment Services.

Interchange Fees are set by Visa and MasterCard. They approximately range from 0.2% to 2.0% and

vary for different types of cards (for example by categories and brand).  PPaayyPPaall  sshhaallll  aallwwaayyss  cchhaarrggee

yyoouu  tthhee  IInntteerrcchhaannggee  FFeeee  aass  sseett  bbyy  VViissaa  aanndd  MMaasstteerrCCaarrdd  aanndd  aass  ppaasssseedd  oonn  bbyy  iittss  AAccqquuiirreerr..  Single

Interchange Fees may change from time to time. For more information on Interchange Fees, please

see MMaasstteerrCCaarrdd’’ss and VViissaa’’ss website as well as our ssiimmpplliififieedd  oovveerrvviieeww.

If you opt to be charged under the Interchange Plus Fee Structure you agree that when PayPal

receives a card payment for you through any of the Online Card Payment Services, PayPal may hold

those funds in the Reserve Account portion of your PayPal Account before they reach the Payment

Account portion of your PayPal Account. You instruct PayPal to pay those funds to your Payment

Account only on the Business Day on which PayPal receives the information about the interchange fee

applicable to the card payment. While the funds are held in your Reserve Account, the transaction

will appear to you as “Pending” in your Account details. PayPal does not consider that the proceeds of

the card payment in your Reserve Account are at your disposal until PayPal has received the

information on the applicable interchange fee from our Processor (which can be within the next

Business Day following the day on which the card payment was initiated by the card holder).

33..22  AAddddiittiioonnaall  tteerrmmss  ffoorr  IInntteerrcchhaannggee  PPlluuss  PPlluuss  FFeeee  SSttrruuccttuurree

Where available, you may also opt to be charged under the Interchange Plus Plus Fee Structure (“IC+

+”). If you opt to be charged under the Interchange Plus Plus Fee Structure, then the following terms

will apply to you:

3.2.1 Gross Settlement. PayPal will invoice you on a monthly basis (“Fee Invoice”) for all fees,

charges, or other amounts accrued in connection with your use of the Online Card Payment

Services (“Gross Settlement”).

3.2.2 Currency Conversion. (a) PayPal may allow you to choose the currency in which Fee Invoice
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will be billed (“Fee Invoice Currency”). If you have accepted transactions in currencies other than

the Fee Invoice Currency, then PayPal will convert those currencies into the Fee Invoice Currency

at the time of the Fee Invoice generation. (b) PayPal may allow you to pay the Fee Invoice in the

denominated currency of the linked bank account you nominate for debiting amounts owed to

PayPal (“Linked Bank Account Currency”). If the Fee Invoice Currency is different from the Linked

Bank Account Currency, PayPal will convert the amount of the Fee Invoice into the Linked Bank

Account Currency at the time of debiting. If PayPal converts currency under this section, it will be

completed at an exchange rate that we set for the relevant currency exchange. The exchange rate

is based on the rates available in the wholesale currency markets or, if required by law or

regulation, at the relevant governmental reference rate(s) on the conversion date or the prior

business day.

3.2.3 You authorise PayPal to debit your linked bank account and setoff from such bank account

amounts to PayPal subject to this Agreement and the terms of any mandate (e.g. bank direct

debit) used by the provider of that bank account to set up and maintain that authority. If

necessary, you also authorise PayPal to credit your account to correct erroneous debits and for

fees, charges, or other amounts arising from your use of Online Card Payment Services. You agree

to provide PayPal with all necessary bank account information and grant PayPal permission to

debit, setoff, or credit amounts due from your bank account on a date notified by PayPal or if this

payment fails on a further date(s) as notified by PayPal (“Debit Authorisation”). You certify that

the bank account information you provide to PayPal belongs to you.

3.2.4 If both debit attempts fail, PayPal may:

• deduct these amounts from your PayPal account balance;

• engage in collection efforts to recover the amount due from you; or

• take any or all other actions as provided herein or in the uusseerr  aaggrreeeemmeenntt.

3.2.5 You may deactivate IC++ at any time in your PayPal account settings. However, PayPal may

continue to debit, credit or setoff from your linked bank account amounts due for the last month.

3.2.6 You understand that deactivating IC++ does not terminate, cancel, reduce, or otherwise

affect the obligations you owe to PayPal, under this Agreement, the User Agreement or any other

agreements with PayPal.

44..  IInnffoorrmmaattiioonn  SSeeccuurriittyy;;  DDaattaa  PPrrootteeccttiioonn;;  DDaattaa  PPoorrttaabbiilliittyy

44..11  CCoommpplliiaannccee  wwiitthh  DDaattaa  SSeeccuurriittyy  SScchheedduullee. You agree (as a "Merchant") to comply with Schedule

1 below, which forms part of this Agreement.

44..22  YYoouurr  PPCCII  DDSSSS  ccoommpplliiaannccee. You also agree to comply with the PCI Data Security Standard (PCI

DSS). You must protect all Card Data that comes within your control according to PCI DSS, and you
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must design, maintain and operate your website and other systems in conformity with PCI DSS. You

must ensure that your staff are and remain sufficiently trained so that they are aware of PCI DSS and

can carry out its requirements. PayPal is not responsible for any costs that you incur in complying

with PCI DSS. Find more information about PCI DSS at the PCI Security Standards Council’s website

here: hhttttppss::////wwwwww..ppcciisseeccuurriittyyssttaannddaarrddss..oorrgg//ppccii__sseeccuurriittyy//.

44..33  PPaayyPPaall’’ss  PPCCII  DDSSSS  ccoommpplliiaannccee. PayPal warrants that PayPal and your Product comply and will

comply with PCI DSS. However, PayPal’s compliance, and your Product’s, are not sufficient to achieve

compliance with PCI DSS by you and your systems and processes.

44..44  33DD  SSeeccuurree. Requirements of PayPal’s regulators require the use of 3D Secure in certain

circumstances, and Card Associations may also require it to reduce an excessive number of Card

Transactions unauthorised by the cardholder. PayPal may by notice to you require that you

implement 3D Secure for all or certain specified Card Transactions. You agree to implement 3D Secure

if required in such a notice, where the issuer of a particular card supports 3D Secure for that card.

44..55  PPrriiccee  aanndd  ccuurrrreennccyy. You may not submit payment transactions in which the amount is the result

of dynamic currency conversion. This means that you may not list an item in one currency and then

accept payment in a different currency. If you are accepting payments in more than one currency, you

must separately list the price for each currency.

44..66  CCoommpplliiaannccee  wwiitthh  DDaattaa  PPrrootteeccttiioonn  AAddddeenndduumm.. You (as a “Merchant”) and we agree to comply

with the data protection addendum found hheerree, which forms part of this Agreement. The terms of

the data protection addendum prevail over any conflicting terms in this Agreement relating to data

protection and privacy.

44..77  DDaattaa  PPoorrttaabbiilliittyy.. Upon any termination or expiry of this Agreement, PayPal agrees, upon written

request from Merchant, to provide Merchant’s new acquiring bank or payment service provider (“Data

Recipient”) with any available credit card information including personal data relating to Merchant’s

Customers (“Card Information”). In order to do so, Merchant must provide PayPal with all requested

information including proof that the Data Recipient is in compliance with the Association PCI-DSS

Requirements and is level 1 PCI compliant. PayPal agrees to transfer the Card Information to the

Data Recipient so long as the following applies: (a) Merchant provides PayPal with proof that the

Data Recipient is in compliance with the Association PCI-DSS Requirements (Level 1 PCI compliant)

by providing PayPal a certificate or report on compliance with the Association PCI-DSS Requirements

from a qualified provider and any other information reasonably requested by PayPal; (b) the transfer

of such Card Information is compliant with the latest version of the Association PCI-DSS

Requirements; and (c) the transfer of such Card Information is allowed under the applicable

Association Rules, and any applicable laws, rules or regulations (including data protection laws).

55..  HHooww  oouurr  ootthheerr  lleeggaall  ddooccuummeennttss  aappppllyy

5.1 You can find this Agreement, the User Agreement, the Commercial Entity Agreement and the
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Privacy Statement on the Legal Agreements page by clicking the Legal link at the bottom of a PayPal

web page.

5.2 UUsseerr  AAggrreeeemmeenntt. The User Agreement forms part of this Agreement. As much as possible, this

Agreement and the User Agreement should be interpreted as a consistent whole. Where a conflict of

interpretation arises, this Agreement overrides the User Agreement to the extent of the conflict,

except in relation to your use of any of the Products or individual Online Card Payment Services as

part of our PayPal Complete Payments product pursuant to the User Agreement.

Capitalised words which are not defined in this Agreement are defined in that User Agreement. The

definition of “Services” and “Agreement” in the User Agreement, when read together with these terms,

includes the PPrroodduuccttss  aanndd  tthhiiss  AAggrreeeemmeenntt.

The User Agreement includes important provisions which:

5.2.1 Permit PayPal to take a Reserve to secure your obligation to pay Chargebacks, Reversals

and fees;

5.2.2 Obligate you to follow PayPal’s Acceptable Use Policy in your use of PayPal;

5.2.3 Give legal effect to PayPal’s Privacy Statement, which governs our use and disclosure of

your information and that of Shared Customers; and

5.2.4 Permit PayPal to restrict a payment or your PayPal Account in circumstances listed in

the User Agreement.

You are responsible for Chargebacks, Reversals and other invalidated payments as provided in the

User Agreement, regardless of how you use and configure your Product, including its fraud filtering

technology and similar preventive tools (if any). Those tools can be useful in detecting fraud and

avoiding payment failures, but they do not affect your responsibility and liability pursuant to the

User Agreement for Chargebacks, Reversals and payments which are otherwise invalidated.

55..33  CCoommmmeerrcciiaall  EEnnttiittyy  AAggrreeeemmeenntt.. By agreeing to be bound by this Agreement, you also agree to

the CCoommmmeerrcciiaall  EEnnttiittyy  AAggrreeeemmeennttss. These are your direct agreements with the Acquiring

Institutions, PayPal’s banking partners, who enable you to receive card payments and card-funded

PayPal payments.

55..44  PPrriivvaaccyy  SSttaatteemmeenntt.. You confirm that you have read, consented and agreed to PayPal’s Privacy

Statement, which explains the information that we collect about you and your online business. In

particular, you agree and consent that PayPal may obtain from a third party your credit history and

financial information about your ability to perform your obligations under this Agreement; the PayPal

Privacy Statement lists the companies involved in this exchange of credit-related information. PayPal

will review your credit and other risk factors of your Account (reversals and chargebacks, customer

complaints, claims etc.) on an ongoing basis, and we may also review your website and the products
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for sale on it. PayPal will store, use and disclose all information that we have about you in conformity

with PayPal’s Privacy Statement.

55..55  AAddddiittiioonnaall  tteerrmmss  ffoorr  AAmmeerriiccaann  EExxpprreessss  ccaarrdd  aacccceeppttaannccee

IIff  wwee  aallllooww  yyoouu  ttoo  rreecceeiivvee  ppaayymmeennttss  ffrroomm  AAmmeerriiccaann  EExxpprreessss  ccaarrddss,,  tthhiiss  sseeccttiioonn  55..55  aapppplliieess  ttoo

yyoouu..

55..55..11  CCoommmmeerrcciiaall  MMaarrkkeettiinngg  CCoommmmuunniiccaattiioonnss.. American Express may use the information obtained

in your application at the time of setup to screen and/or monitor you in connection with card

marketing and administrative purposes. By accepting these terms, you agree to receive commercial

marketing communication from American Express. You may opt out by notice by contacting us. Visit

our PPaayyPPaall  HHeellpp  CCeennttrree page accessible from your User Agreement and most PayPal web pages to

find out how to contact us. If you opt out of commercial marketing communications, you will still

receive important transactional or relationship messages from American Express.

55..55..22  DDiirreecctt  CCaarrdd  AAcccceeppttaannccee..  You acknowledge that if you reach certain monthly and/or annual

sales volumes relating to American Express as set by American Express for the time being and from

time to time, American Express may require you to enter into a direct contractual relationship with

them. In this situation, American Express will set pricing for American Express transactions, and you

will pay fees for American Express transactions directly to American Express.

55..55..33  AAuuddiitt  RRiigghhttss.. American Express may conduct an audit of you at any time, for the purpose of

determining compliance with the American Express Rules.

55..55..44  SSuubbmmiissssiioonn  aanndd  SSeettttlleemmeenntt  RRiigghhttss..  You authorise PayPal to submit transactions to, and

receive settlement from, American Express, and to disclose transaction and merchant information to

American Express to perform analytics and create reports, and for any other lawful business

purposes, including commercial marketing communications purposes and important transactional or

relationship communications. Merchant may terminate its acceptance of American Express at any

time upon notice.

55..55..55  TThhiirrdd  PPaarrttyy  BBeenneefificciiaarryy.. American Express shall be a third-party beneficiary of this Agreement

for purposes of American Express card acceptance. As a third-party beneficiary, American Express

shall have the right to enforce directly against you the terms of this Agreement as related to

American Express Card acceptance. You acknowledge and agree that American Express shall have no

responsibility of liability with regard to PayPal’s obligations to you under this Agreement.

55..55..66  CCaarrdd  PPrreesseenntt,,  UUnnaatttteennddeedd  TTeerrmmiinnaallss  aanndd  PPaayymmeenntt  KKiioosskkss.. You shall not accept American

Express cards for any payment under this Agreement when the card is either (i) presented at a

physical point of the purchase or transaction; (ii) used at unattended establishments (e.g., customer

activated terminals) or (iii) presented at a payment kiosk. In addition, you shall be prohibited from

providing or making available to any American Express cardmember that comes to its physical
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location, a computer or an online interface that will enable the American Express cardmember to

access their PayPal Account.

55..66  TThhiirrdd--PPaarrttyy  TTeerrmmss  ffoorr  AAddvvaanncceedd  CCrreeddiitt  aanndd  DDeebbiitt  CCaarrdd  PPaayymmeenntt  AAdddd--oonn  FFeeaattuurreess

If you choose to integrate eligible third-party wallets as Advanced Credit and Debit Card Payment

(defined below) add-on features, you also agree to the following applicable third-party terms:

• AAppppllee  PPaayy  PPllaattffoorrmm  WWeebb  MMeerrcchhaanntt  TTeerrmmss  aanndd  CCoonnddiittiioonnss

• GGooooggllee  PPaayy  AAPPII  TTeerrmmss  ooff  SSeerrvviiccee

• GGooooggllee  AAPPIIss  TTeerrmmss  ooff  SSeerrvviiccee

You acknowledge and agree that the third-party features and terms are provided, updated and

noticed solely by the relevant third party (not PayPal), and that PayPal will under no circumstances

be responsible or liable for any damages, losses, or costs whatsoever suffered or incurred by you

resulting from any use of such third-party features or acceptable of such third-party terms.

66..  IInntteelllleeccttuuaall  pprrooppeerrttyy  aanndd  IIDD  ccooddeess

66..11  LLiicceennccee. PayPal hereby grants to you a non-exclusive, non-transferable, revocable, non-

sublicenseable, limited license to (a) use your Product in accordance with the documentation

provided on the PayPal Website; and to (b) use the documentation provided by PayPal for your

Product and reproduce it for internal use only within your business. Your Product as licensed is

subject to change and will evolve along with the rest of the PayPal system; see section 9.1. You must

comply with the implementation and use requirements contained in all PayPal documentation and

instructions accompanying the Product issued by PayPal from time to time (including, without

limitation, any implementation and use requirements we impose on you to comply with applicable

laws and card scheme rules and regulations).

66..22  IIDD  ccooddeess. PayPal will provide you with certain identifying codes specific to you. The codes

identify you and authenticate your messages and instructions to us, including operational

instructions to PayPal software interfaces. Use of the codes may be necessary for the PayPal system

to process instructions from you (or your website). You must keep the codes safe and protect them

from disclosure to parties whom you have not authorised to act on your behalf in dealing with

PayPal. You agree to follow reasonable safeguards advised by PayPal from time to time in order to

protect the security of those identifying codes. If you fail to protect the security of the codes as

advised, you must notify PayPal as soon as possible, so that PayPal can cancel and re-issue the

codes. PayPal may also cancel and re-issue the codes if it has reason to believe that their security has

been compromised, and after notifying you whenever notice can reasonably be given.
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66..33  OOwwnneerrsshhiipp  ooff  WWeebbssiittee  PPaayymmeennttss  PPrroo  aanndd  AAddvvaanncceedd  CCrreeddiitt  aanndd  DDeebbiitt  CCaarrdd

PPaayymmeennttss  iinnffoorrmmaattiioonn  aanndd  mmaatteerriiaallss. As part of your access to, and use of Website Payments Pro

and/or Advanced Credit and Debit Card Payments, you will be provided with certain information and

materials (the “Pro Materials”) for your use with the Products. All intellectual property rights

associated with the Pro Materials remain the property of PayPal or the relevant Acquiring Institution

(as the case may be). You agree to not give, transfer, assign, novate, sell, resell (either partly or in

whole) the Pro Materials to any person.

66..44  PPaayyPPaall  HHoosstteedd  IInntteeggrraattiioonnss  aanndd  yyoouurr  iinntteelllleeccttuuaall  pprrooppeerrttyy. You hereby grant to PayPal a

royalty-free, worldwide non-exclusive licence to use your or any of your affiliates’ names, images,

logos, trademarks, service marks, and/or trade names as you may provide to PayPal when using the

Products (“YYoouurr  MMaarrkkss”) for the sole purpose of enabling your use of the Products (including,

without limitation, the customisation of your hosted Product). Title to and ownership of Your Marks

and all goodwill arising from any use hereunder will remain with you. You represent and warrant that

you have the authority to grant PayPal the right to use Your Marks and you shall indemnify PayPal

and keep PayPal fully indemnified on a continuing basis from any claims or losses suffered by it

arising from the use of Your Marks in connection with the Products.

77..  TTeerrmmss  ooff  uussee  ffoorr  ssppeecciifificc  ffuunnccttiioonnaalliittiieess

77..11  FFrraauudd  PPrrootteeccttiioonn  TToooollss. The terms in Schedule 2 apply to your use of the Fraud Protection

Tools.

77..22  VVaauullttiinngg  TTooooll..  If you use the Vaulting Tool, before collecting your customers’ Card Data, you will:

7.2.1 notify your customers that:

7.2.1.1 the information collected will be saved and retrievable by you for future

payments from the customer including, potentially, “buyer not present” payments;

7.2.1.2 the customer can update the information; and

7.2.1.3 the customer can revoke the consent; and

7.2.2 obtain your customers’ consent to collect and use that information on the above basis;

and

7.2.3 ensure that when your customers give the above consent and opt into the feature they

do so by taking a deliberate and recorded action, e.g. clicking an optional button, or checking

a default-unchecked box.

77..33  AAccccoouunntt  UUppddaatteerr  SSeerrvviiccee

7.3.1 Description. Subject to the terms of this section 7.3, PayPal may make the Account
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Updater Service available to you, for which PayPal will send the applicable Card Data of eligible

Cards to one or more third party sources (including, but not limited, to the Card Associations),

and use information available to PayPal, to check and update the applicable Card Data.

Following these checks, the applicable updated Card Data relating to your customers, if any, is

processed and stored by PayPal at your direction and on your behalf to enable you to accept

Recurring Billing, Recurring Payments, or other eligible transactions using the Products from its

customers with the applicable updated Card Data. If the Account Updater Service is made

available to you, PayPal will either provide you with email notification that the Account

Updater Service has been activated on your account(s) or allow you to enable the Account

Updater Service on your account(s) through your PayPal account settings. You may elect to

discontinue use of the Account Updater Service at any time by providing written notice to

PayPal of such election or by such other means as may be designated by PayPal.

7.3.2 Permitted Use. You acknowledge and agree that the Account Updater Service is provided

solely for the purpose of updating applicable Card Data to enable your acceptance of

transactions using the Products. You shall not use the Account Updater Service for any other

purpose, including, without limitation, the use of any portion of the Account Updater Service

data in connection with the development of any other service or product.

7.3.3 Your Obligations. You shall fully comply with applicable law and the card scheme rules in

connection with its use of the Account Updater Service. Further, you shall provide your

customers, whose Card(s) is/are eligible for the Account Updater Service, with all disclosures

required under applicable law to enable you to use the Account Updater Service to update the

customer’s Card(s). The foregoing shall include, but shall not be limited to, incorporating

promptly into your standard terms and conditions, privacy policy, and/or other customer facing

documentation, any language required by applicable law or the card scheme rules. You shall

also provide adequate disclosures to make clear to customers that if they do not want their

applicable Card Data updated, they may request you to remove their Card that is being stored

by PayPal and/or terminate their Recurring Billing or Recurring Payments agreement with you.

7.3.4 Confidentiality. You agree that you shall keep all information and Card Data provided

through the Account Updater Service, if any, strictly confidential. You may not disclose any

such information or Card Data to any third party and you may not use such information or Card

Data for any purpose other than as may be expressly permitted.

7.3.5 Indemnification. You shall indemnify PayPal against any loss arising as a result of a breach

by you of your obligations under this Section for use of the Account Updater Service.

7.3.6 Accuracy of Information. You acknowledge that the Account Updater Service may only be

accurate to the extent a card issuing bank and a customer participate, and that many card

issuing banks and customers may not participate. You acknowledge and agrees that the

Account Updater Service may rely upon information, Card Data, and services provided to

PayPal by third parties.
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7.3.7 Termination and Availability of Account Updater Service. PayPal may terminate the

Account Updater Service at any time upon email notice to you. PayPal does not ensure that the

Account Updater Service will be available for all Card Data.

7.4 CChhaarrggeebbaacckk  PPrrootteeccttiioonn  TTooooll. The terms in schedule 3 set out the eligibility and terms of use for

the Chargeback Protection Tool.

88..  TTeerrmmiinnaattiioonn  aanndd  ssuussppeennssiioonn

88..11  BByy  yyoouu. You may terminate this Agreement by giving 30 days’ prior notice to PayPal Customer

Service of your intent to either:

8.1.1 terminate this Agreement only. PayPal Customer Service will confirm termination via

email. This option lets you stop using your Products and paying for them, but your PayPal

Account remains open and its User Agreement remains in effect; or

8.1.2 close the PayPal Account that you use with your Products (see the User Agreement for

more information). This option terminates this Agreement, letting you stop using your

Products and paying for them, and initiates the closure process for your PayPal Account. Your

PayPal Account remains open and its User Agreement remains in effect until the closure of the

PayPal Account takes effect, subject further to the provisions relating to closing your PayPal

Account in the User Agreement.

If you use Advanced Credit and Debit Card Payments only, you may give PayPal Customer Service

immediate notice to terminate this Agreement or close the PayPal Account that you use with

Advanced Credit and Debit Card Payments as outlined in sections 8.1.1 and 8.1.2 above.

You may stop using Advanced Credit and Debit Card Payments at any time by giving prior notice to

PayPal Customer Service of your intent to stop using Advanced Credit and Debit Card Payments only.

PayPal Customer Service will confirm the stoppage for you via email. This option lets you stop using

Advanced Credit and Debit Card Payments and paying for any future transactions, but your PayPal

Account remains open and this Agreement and the User Agreement remain in effect. You may start

using Advanced Credit and Debit Card Payments again at any time subject to the terms of this

Agreement as amended.

You may stop your acceptance of American Express card payments using the Products at any time by

giving prior notice to PayPal Customer Service.

Visit our PPaayyPPaall  HHeellpp  CCeennttrree page accessible from your User Agreement and most PayPal web pages

to find out how to contact us so that you can take the above actions.

88..22  BByy  PPaayyPPaall. PayPal may terminate this Agreement or any Product-specific part of it by doing any

of the following:
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8.2.1 Giving you 2 months’ prior notice by email to you at your registered email address

associated with your Account of PayPal’s intent to terminate this Agreement or the Product-

specific part of it. Unless otherwise notified, terminating this Agreement does not affect your

User Agreement and your PayPal Account remains open.

8.2.2 Terminating the User Agreement that applies to the PayPal Account used with your

Product. Your PayPal Account remains open and its User Agreement remains in effect until the

closure of the PayPal Account takes effect, subject further to the provisions relating to closing

your PayPal Account in the User Agreement.

88..33  BByy  eevveennttss. PayPal may terminate this Agreement immediately without notice if you:

8.3.1 Breach this Agreement or the User Agreement;

8.3.2 Become unable to pay or perform your obligations as they fall due;

8.3.3 Become unable to pay your debts (within the meaning of section 123 of the Insolvency

Act 1986), admit your inability to pay your debts or otherwise become insolvent;

8.3.4 Have any distraint, execution, attachment or similar action taken, levied or enforced

against you or your assets, or if any garnishee order is issued or served on you;

8.3.5 Become the subject of any petition presented, order made or resolution passed for the

liquidation, administration, bankruptcy or dissolution of all or a substantial part of your

business, except where solvent amalgamation or reorganisation is proposed on terms

previously approved by PayPal;

8.3.6 Lose full and unrestricted control over all or part of your assets because of the

appointment of a receiver, manager, trustee, liquidator or similar officer;

8.3.7 Enter into or proposes any composition or arrangement concerning your debts with your

creditors (or any class of its creditors);

8.3.8 A material adverse change occurs in your business, operations, or financial condition; or

8.3.9 You provide inaccurate information in applying for your Product or in your dealings with

us.

88..44  EEffffeecctt  ooff  tteerrmmiinnaattiioonn. When this Agreement or any part of it terminates, you must immediately

stop using the terminated Products, and PayPal may prevent or hinder you from using them after

termination. If you nevertheless use a Product after termination of this Agreement, then this

Agreement will continue to apply to your use of that Product until you give effect to the termination

by stopping your use of that Product. The following sections in this Agreement shall survive

termination of this agreement and continue in full force and effect: sections 2, 4.1, 8.2, 8.4.

Termination of this Agreement or any part of it shall not affect any rights, remedies or obligations of
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the parties that have accrued or become due prior to termination, and you will not be entitled to a

refund of any Monthly Fee applicable to any period prior to termination.

88..55  BBrreeaacchh  aanndd  ssuussppeennssiioonn. If you breach this Agreement, the User Agreement, or a security

requirement imposed by PCI DSS, PayPal may immediately suspend your use of your Product (in

other words, we may render your Product temporarily inoperable). PayPal may require you to take

specified corrective actions to cure the breach and have the suspension lifted, although nothing in

this Agreement precludes PayPal from pursuing any other remedies it may have for breach. In

addition, if PayPal reasonably suspects that you may be in breach of this Agreement or PCI DSS,

PayPal may suspend your use of your Product pending further investigation.

If PayPal suspends your access to or use of Website Payments Pro or Advanced Credit and Debit Card

Payments, PayPal will notify you and explain the basis of PayPal’s actions in suspending your use of

your Product, and may specify corrective actions to cure the breach and have the suspension lifted.

PayPal’s suspension of your access or use of Website Payments Pro or Advanced Credit and Debit Card

Payments will remain in effect and until such time as PayPal is satisfied that you have remedied the

applicable breach(es).

99..  MMiisscceellllaanneeoouuss

99..11  FFuuttuurree  ooff  tthhee  PPrroodduuccttss. PayPal retains sole and absolute discretion in determining (a) the

future course and development of the Products, (b) which improvements to make in them and when,

and (c) whether and when defects are to be corrected and new features introduced. PayPal welcomes

feedback from users in planning the future of the Products but is not required to act in accordance

with any feedback received. In giving us feedback, you agree to claim no intellectual property interest

in your feedback.

99..22  NNoo  wwaarrrraannttyy. Your Product and all accompanying documentation are provided to you on an “as

is” basis.

PayPal does not give or offer any warranty, express or implied, by operation of law or otherwise, in

relation to:

• your Product;

• the licensed software; and

• user documentation provided.

Nothing provided by PayPal under this Agreement or otherwise for your Product has PayPal’s

authorisation to include a warranty.

No obligation or liability will arise out of PayPal’s rendering of:

PayPal Online Card Payment Services Agreement (previously the PayP... https://internal.paypalinc.com/us/legalhub/preview/agreement/QLIX6...

15 of 28 04/07/2024, 07:49



• technical advice;

• programming advice; or

• other advice or service,

in connection with any Product, licensed software and user document provided. This includes, among

other matters, services that may assist you with the customisation of your Product.

PayPal recommends that you test the implementation of your Product thoroughly as PayPal is not

responsible for any loss caused by a defect in it.

If PayPal hosts your Product (in other words, we run the software for you as a web service), PayPal

does not guarantee continuous, uninterrupted or secure access to your hosted Product.

PayPal will not be liable for any delay or failure in hosting your Product.

You acknowledge the availability of your Product for use may be occasionally limited to allow for

repairs, maintenance or the introduction of new facilities or services.

Some countries do not allow the disclaimer of implied warranties, so the foregoing disclaimers might

not apply to you.

99..33  IInnddeemmnniittyy. You agree to indemnify PayPal and keep PayPal fully indemnified on a continuing

basis from any direct loss, damage and liability, and from any claim, demand or cost (including

reasonable attorneys’ fees) incurred in relation to any third party (including a Shared Customer) and

arising out of your breach of this Agreement, the User Agreement and the documents incorporated in

it by reference (including the Acceptable Use Policy), or the violation of any law.

99..44  AAssssiiggnnmmeenntt,,  aammeennddmmeenntt  aanndd  wwaaiivveerr. You may not assign this Agreement without first

obtaining PayPal’s written consent. PayPal may assign, novate or otherwise transfer this agreement

without your consent by notifying you. Neither party may amend this Agreement or waive any rights

under it except in a written document signed by both parties.

99..55  EEnngglliisshh  llaaww  aanndd  jjuurriissddiiccttiioonn. This Agreement is governed by the laws of England and Wales. You

and we submit to the non-exclusive jurisdiction of the courts of England and Wales.

1100..  DDeefifinniittiioonnss

Capitalised terms not listed in this section are defined in the User Agreement.

33DD  SSeeccuurree: A security procedure that enables a card-issuing bank to authenticate the cardholder

authorising a Card Transaction at the time a payment is made. 3D Secure has other brand names

depending on the Card Association whose branding appears on the card; brand names for 3D Secure

include Verified by Visa and MasterCard SecureCode.
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AAccccoouunntt  UUppddaatteerr  SSeerrvviiccee:: A functionality as further defined in section 7.3.

AAccqquuiirriinngg  IInnssttiittuuttiioonn:: means a financial institution or bank that provides services to you and PayPal

to enable you to (a) accept payment by cardholders using cards: and (b) receive value in respect of

Card Transactions.

AAccttiivvaattiioonn  DDaattee: The date on which you complete all of the steps for “Getting started” as listed in

section 1 above.

AAddvvaanncceedd  CCrreeddiitt  aanndd  DDeebbiitt  CCaarrdd  PPaayymmeennttss means the suite of functionality consisting of the

Advanced Credit and Debit Card Payments API (as the standard online interface) and Fraud

Protection Tools (as optional additional services). TThhiiss  ssuuiittee  ooff  ffuunnccttiioonnaalliittyy  mmaayy  aallssoo  iinncclluuddee

ooppttiioonnaall  aadddd--oonn  ffeeaattuurreess  ((ee..gg..,,  iinntteeggrraattiioonn  ooff  eelliiggiibbllee  tthhiirrdd--ppaarrttyy  wwaalllleettss))  tthhaatt  rreeqquuiirree  yyoouurr

aacccceeppttaannccee  ooff  aaddddiittiioonnaall  tthhiirrdd--ppaarrttyy  tteerrmmss  bbeeffoorree  ssuucchh  aadddd--oonn  ffeeaattuurreess  mmaayy  bbee  uusseedd. We may

also choose to offer you other PayPal Online Card Payment Services functionality as part of the

Advanced Credit and Debit Card Payments suite of functionality.

AAddvvaanncceedd  CCrreeddiitt  aanndd  DDeebbiitt  CCaarrdd  PPaayymmeennttss  AAPPII: An Online Card Payment Service as further defined

in the About your Agreement section.

AAVVSS  DDaattaa: Information returned by the Address Verification System operated by or on behalf of Card

Associations, which compares address data provided by an apparent cardholder with address data on

file for the card at the card issuer.

CCaarrdd  AAssssoocciiaattiioonn: A company or consortium of financial institutions which promulgates rules to

govern Card Transactions that involve the card that carries the company’s or the consortium’s brand.

Examples include Visa USA, Visa Europe, and the other Visa regions; Mastercard International

Incorporated; American Express Company and similar organisations.

CCaarrdd  DDaattaa: All personal or financial information relevant to a Card Transaction, including information

recorded on the card itself (whether in human-readable form or digitally), together with the

cardholder’s name and address and any other information necessary for processing a Card

Transaction.

CCaarrdd  TTrraannssaaccttiioonn: A payment made using a credit or debit card, an American Express card, or any

other payment method using a physical data-carrying item intended to be held in the payer’s

possession. The Products support only certain types of Card Transactions; see the PayPal Website for

more information.

““CChhaarrggeebbaacckk  PPrrootteeccttiioonn  TTooooll”” means the optional tool that protects eligible Advanced Credit and

Debit Card Payments against “unauthorized” and “item not received” chargebacks.

CCrriittiiccaall  SSyysstteemmss: The information technology (both hardware and software) that you employ to

operate your Products, to protect them and your online points of sale against intrusion and
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interference, and to store payment-related and personal data, including any Card Data that you

retain and all personal data about Shared Customers.

CCVVVV22  DDaattaa: The three-digit number printed to the right of the card number in the signature panel

area on the back of the card. (For American Express cards, the code is a four-digit unembossed

number printed above the card number on the front of the American Express card.) The CVV2 Data

are uniquely associated with each individual plastic card and ties the card account number to the

plastic.

DDaattaa  BBrreeaacchh: An intrusion into or malfunction of a computer system in which Card Data are stored,

and which intrusion or malfunction either (a) exposes, modifies or destroys all or part of the Card

Data in the system, or (b) runs a significant risk, in the opinion of a qualified expert in information

security, of exposing, modifying or destroying all or part of the Card Data in the system. Card Data

are exposed where they are released from the normal access controls of the system without

authorisation, or where they are actually disclosed to one or more unauthorised persons.

FFrraauudd  PPrrootteeccttiioonn  TToooollss: Technology provided by PayPal to enable you to check a card payment

against criteria such as the cardholder’s billing address (Address Verification Service or AVS), the

card’s CVV2 Data, and databases of suspicious addresses, identifiers, and patterns, offered together

with the Advanced Credit and Debit Card Payments API.

UUKK  GGeenneerraall  DDaattaa  PPrrootteeccttiioonn  RReegguullaattiioonn: Regulation (EU) 2016/679 (the General Data Protection

Regulation) as it forms part of the law of England and Wales, Scotland and Northern Ireland by virtue

of section 3 of the European Union (Withdrawal) Act 2018 or any successor to it, together with the

Data Protection Act 2018, regulations made under section 2(2) of the European Communities Act

1972 which relate to the EU GDPR or the Law Enforcement Directive and all other laws about the

privacy of citizens or residents of the UK or are established as a business enterprise in the UK.

DDiirreecctt  PPaayymmeennttss  AAPPII: An Online Card Payment Service as further defined in the About your

Agreement section.

EExxpprreessss  CChheecckkoouutt: Functionality for expediting online retail checkout by using information provided

to you by PayPal. Details about Express Checkout appear on the PPaayyPPaall  WWeebbssiittee and in the

documentation that PayPal provides for PayPal Website Payments Pro and Advanced Credit and Debit

Card Payments.

HHoossttiinngg  OOppttiioonn: Any of the following: (i) a PayPal Hosted Integration; or (ii) a Self Hosted

Integration.

MMoonntthhllyy  FFeeee: A fee payable on a monthly basis as required in section 2 above.

OOnnlliinnee  CCaarrdd  PPaayymmeenntt  SSeerrvviicceess: Functionality provided online by PayPal to enable merchants to

receive payments directly from a payer’s card (without the funds passing via the payer’s PayPal

Account), without the card being present at the website or other point of sale. Online Card Payment
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Services are integral to the Products. The Online Card Payment Services are listed and further defined

in the About your Agreement section.

PPaayyPPaall  HHoosstteedd  IInntteeggrraattiioonn: PayPal’s Direct Payments API or Advanced Credit and Debit Card

Payments API integrated into the payment process of your website pursuant to section 1, with that

functionality being operated (including the card entry field being hosted) entirely on PayPal’s server

(rather than on your website).

PPaayyPPaall  WWeebbssiittee: The website provided by PayPal for the country in which you reside. In the case of

the UK, the PayPal Website is currently at http://www.paypal.co.uk. References to PayPal Websites

for other countries can be found via a link from any other PayPal Website.

PPCCII  DDSSSS: Payment Card Industry Data Security Standard, which consists of specifications prescribed

by Card Associations to ensure the data security of Card Transactions. A copy of PCI DSS is available

online from hhttttppss::////wwwwww..ppcciisseeccuurriittyyssttaannddaarrddss..oorrgg//.

PPrroodduucctt: "Your Product" means whichever one of the Products you access and use after accepting

this Agreement. The Products are listed and further defined in the About your Agreement section.

QQuuaalliififieedd  SSeeccuurriittyy  AAsssseessssoorr has the meaning given it in PCI DSS.

RReeccuurrrriinngg  PPaayymmeennttss  TTooooll: Technology provided by PayPal for setting up payments that recur at

specified intervals or frequencies with authorisation from the payer. See the PayPal Website and

product documentation for further information.

“RRiisskk  DDaattaa  AAccqquuiissiittiioonn  SSeerrvviiccee” includes but is not limited to the Fraudnet, Magnes, and STC

integrations.

SSeellff  HHoosstteedd  IInntteeggrraattiioonn:: PayPal’s Direct Payments API or Advanced Credit and Debit Card Payments

API integrated into the payment process of your website pursuant to section 1, with that

functionality being operated (including the card entry field being hosted) at least in part on your

website.

SShhaarreedd  CCuussttoommeerr: A person who has a PayPal Account and is also your customer.

SSttaannddaarrdd  PPaayyPPaall  PPaayymmeennttss: All Payments which you receive from another PayPal account or

payments via PayPal’s Account Optional Service or from Local Payment Methods.

UUsseerr  AAggrreeeemmeenntt: The contract entered into online as part of the online registration process required

to open a PayPal Account. The current User Agreement is to be found via a link from the footer of

nearly every page on the PayPal Website. It includes certain policies, notably the Acceptable Use

Policy, which are also listed on the PayPal Website.

VVaauullttiinngg  TTooooll::  API-based technology provided by PayPal to enable you to store and retrieve card
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details for payments that recur at specified intervals or frequencies with authorisation from the

payer. See the PayPal Website and product documentation for further information.

VViirrttuuaall  TTeerrmmiinnaall: Functionality provided by PayPal to enable you to receive a card payment by

manually entering Card Data given you by the cardholder. Virtual Terminal is one of the Online Card

Payment Services and also a standalone Product as further defined in the About Your Agreement

section.

WWeebbssiittee  PPaayymmeennttss  PPrroo: A Product as further defined in the About your Agreement section.

SSttaattuuss  ddiisscclloossuurree

PayPal UK Ltd is authorised and regulated by the Financial Conduct Authority (FCA) as an electronic

money institution under the Electronic Money Regulations 2011 for the issuance of electronic money

(firm reference number 994790) and in relation to its regulated consumer credit activities under the

Financial Services and Markets Act 2000 (firm reference number 996405). Some of PayPal UK Ltd’s

products including PayPal Pay in 3 and PayPal Working Capital are not regulated by the FCA.

Cryptocurrency services are largely unregulated by the FCA. PayPal UK Ltd’s company number is

14741686. Its registered office is Whittaker House, Whittaker Avenue, Richmond-Upon-Thames,

Surrey, United Kingdom, TW9 1EH.

SScchheedduullee  11

DDaattaa  SSeeccuurriittyy  RReeqquuiirreemmeennttss

Website Payments Pro, Advanced Credit and Debit Card Payments and Virtual Terminal enable you to

accept payments online directly from debit and credit cards, which are payment instruments whose

security depends on controlling the disclosure of Card Data. A person who has sufficient Card Data

can send or receive a card payment charged to the cardholder’s account without necessarily having

the cardholder’s authorisation for the payment. To prevent your Shared Customers from having their

Card Data misused, you must keep Card Data secret at all times. The General Data Protection

Regulation also requires you to keep a Shared Customer’s personal data secure.

PayPal strongly recommends that you obtain the services of a competent professional expert in

information security to advise you and assist in securing your website and any other points of sale.

PPrriinncciipplleess  ooff  DDaattaa  SSeeccuurriittyy

1. DDeessiiggnn  aanndd  ddeevveellooppmmeenntt. You must design and develop your Critical Systems and all

payment-related processes so that they are secure from intrusion and interference by

unauthorised persons. All users of your systems must be required to authenticate themselves to

your Critical Systems, and those Systems must limit the access and powers of their users. You

must also organise your business so as to segregate critical duties and create controls and
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checkpoints in your operations, rather than place too much unchecked power over your systems

and operations in one person. Never give a user more power over your systems and processes

than the minimum necessary for the user to perform his or her assigned role.

2. PPrrootteeccttiioonn  aaggaaiinnsstt  iinnttrruussiioonn. You must divide your operations into two basic categories, (1)

those functions available to all users including those outside your organisation, and (2) those

available only to trusted people within your organisation. You must employ a firewall to block

untrusted users from the using internal-only functions of your Critical Systems. Your web

servers and other external-facing portions of your Critical Systems must use well developed and

thoroughly tested technology, and make available externally only those functions which are

necessary for Shared Customers and other external users to use. Strip your external-facing

servers of all superfluous functions to protect (harden) them and reduce their vulnerability to

external attack.

3. AAcccceessss  ccoonnttrroollss. Your Critical Systems must restrict access to Card Data and all other personal

or important data to only trusted persons within your organisation, and no such person should

have greater access to such data than is necessary for that person to perform his or her role.

Your systems must track and log all access, use, modification and deletion of Card Data and

other personal or important data so that you maintain an audit trail of all such actions. You

must also limit access to your Critical Systems and the resources on which they depend such as

networks, firewalls, and databases.

4. DDaattaa  mmiinniimmiissaattiioonn. As a general principle, you should gather and retain no more Card Data or

other sensitive data than you need. Holding Card Data and personal data creates a risk of

liability to you, and you can reduce that risk by taking and holding less data. If you store Card

Data, consider carefully the need to do so: PayPal must refund a payment which lacks its payer’s

authorisation, and if the user will authorise a further payment, the user will generally also give

you up-to-date Card Data again, so you may have little need to store Card Data for future use.

Card Data that you do not have is data that you cannot spill if you suffer a Data Breach.

5. CChhaannggeess  aanndd  tteessttiinngg. Except in emergencies, avoid changing Critical Systems without first

planning, testing, and documenting the change, unless the change is routine (e.g. adding a user,

changing a password, updating inventory and prices). For major systemic changes or those which

can impact the security or availability of your Critical Systems, planned changes should be

escalated for approval by high-ranking managers other than the planners of those changes.

Implement planned changes in your production systems only after they have been thoroughly

tested in a non production environment. Conduct all such testing under the supervision of the

your risk management department or others in your company with particular responsibility for

its losses.

6. AAuuddiittss. You must audit the operations and security of your Critical Systems at least once a year.
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This systems audit must be distinct from any audit of your finances. Use trusted and

independent experts to audit your Critical Systems, and if you use your employees as auditors,

ensure their independence by protecting their employment from retaliation and by isolating

them from the work of administering, operating, changing and testing your Critical Systems.

7. OOuuttssoouurrcciinngg  aanndd  oorrggaanniissaattiioonnaall  ccoonnttrrooll. You must ensure that all persons who have access to

your Critical Systems, or who design, develop, operate, maintain, change, test and audit your

Critical Systems comply with this Agreement and PCI DSS. You are responsible to ensure

compliance even if such persons are not your employees.

WWhhaatt  ttoo  ddoo  iinn  ccaassee  ooff  aa  DDaattaa  BBrreeaacchh

8. DDaattaa  BBrreeaacchh. If you experience a Data Breach, you agree to do all of the following:

a. Take whatever action you can to stop the Data Breach and mitigate its consequences

immediately after discovering the Data Breach.

b. Notify PayPal as soon as possible after discovering the Data Breach by contacting your

account manager (if one is assigned to you) or contacting our Customer Service (details of

how to contact us are on the ""CCoonnttaacctt  UUss"" page). If you cannot simultaneously do (a) and

notify PayPal, then do (a) first and then notify PayPal.

c. Notify all Shared Customers whose Card Data has been exposed or which is likely to have

been exposed, so that those Shared Customers can take steps to prevent misuse of the Card

Data. You further agree to complete this notification immediately after you perform (a) and

(b) above, to notify PayPal when you have completed this notification, and to provide a list

of Shared Customers whom you have notified. If you fail to complete this step promptly

after the Data Breach, PayPal may notify Shared Customers of the Data Breach, and will

identify the Shared Customers from your PayPal Account records of who has paid you using

a card.

d. If requested by PayPal, have an independent third party auditor, approved by PayPal,

conduct a security audit of your Critical Systems and issue a report. You agree to comply

with PayPal’s request under this section at your own expense. You must provide a copy of

the auditor’s report to PayPal, and PayPal may provide copies of it to the banks (including,

without limitation, Acquiring Institutions) and Card Associations involved in processing card

transactions for PayPal. If you do not initiate a security audit with 10 business days of

PayPal’s request, PayPal may conduct or obtain such an audit at your expense. See also

Schedule 1 on Audit.

e. Cooperate with PayPal and follow all reasonable instructions from PayPal to avoid or

mitigate consequences of the Data Breach, to improve your Critical Systems so that they
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satisfy the requirements this Agreement, and to help prevent future Data Breaches.

However, PayPal shall not require you to do more than this Agreement requires, unless the

additional measures are reasonable in light of the risk to Shared Customers and the best

practices of online retailing.

f. Resume normal operation of your Critical Systems only when you have ascertained how the

Data Breach occurred and taken all reasonable steps to eliminate the vulnerabilities that

made the Data Breach possible or which could make other Data Breaches possible;

g. Report the Data Breach to law enforcement authorities, cooperate in any investigation that

they undertake, and cooperate as the authorities may request in order to identify and

apprehend the perpetrator of the Data Breach.

h. Refrain from using Card Data that have been exposed or modified in the Data Breach.

However, this section does not prevent you from obtaining and using Card Data again from

Shared Customers affected by the Data Breach, after the vulnerabilities in your Critical

Systems have been remedied pursuant to (f) above.

DDaattaa  pprrootteeccttiioonn

9. SSeeee  SSeeccttiioonn  44  ffoorr  DDaattaa  PPrrootteeccttiioonn  tteerrmmss..

10. IInntteennttiioonnaallllyy  lleefftt  bbllaannkk..

CCaarrdd  DDaattaa  aanndd  PPCCII  DDSSSS

11. RReetteennttiioonn  ooff  CCaarrdd  DDaattaa. Unless you receive and record the express consent of the cardholder,

you may not retain, track, monitor or store any Card Data. You must completely and securely

destroy all Card Data that you retain or hold within 24 hours after you receive an authorisation

decision from the issuer relevant to that Card Data.

If, with the cardholder’s consent, you briefly retain Card Data, you may do so only to the extent

that the Card Data are necessary for processing payment transactions with the cardholder’s

authorisation. You must never give or disclose the retained Card Data to anyone, not even as

part of the sale of your business. Moreover, and regardless of anything to the contrary, you

must never retain or disclose the card verification and identification data printed in the

signature stripe on the back of the card (i.e. the CVV2 Data), not even with the cardholder’s

consent.

12. CCaarrdd  DDaattaa  tthhaatt  yyoouu  mmuusstt  nnoott  ssttoorree. Notwithstanding the immediately preceding section, you

agree to not store any personal identification number (PIN) data, AVS Data, CVV2 Data, or data

obtained from the magnetic stripe or other digital storage facility on the card (unless that data

is also printed or embossed on the front of the card) of any cardholder. Card associations may
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impose fines if you violate this section, which reflects card association rules. In this section,

‘store’ means retain in any form, whether digital, electronic, paper-based, or otherwise, but

does not include temporary capture and holding of data while it is actively being processed (but

not afterwards).

13. MMeerrcchhaanntt’’ss  uussee  ooff  CCaarrdd  DDaattaa. You agree not to use or disclose Card Data except for the

purposes of obtaining authorisation from the card issuer, completing and settling the Card

Transaction for which the Card Data was given to you, together with resolving any Chargeback or

Reversal Dispute, or similar issues involving Card Transactions. PayPal is required by banking

laws to refund payments lacking the payer’s authorisation, so your use of Card Data to carry out

a Card Transaction must be authorised by the cardholder or it will subject to Reversal.

14. SSeeccuurree  ssttoorraaggee  aanndd  ddiissppoossaall  ooff  CCaarrdd  DDaattaa. You agree to:

a. establish and maintain sufficient controls for limiting access to all records containing Card

Data;

b. not sell or disclose to a third party any Card Data or any information obtained in connection

with a Card Transaction;

c. keep no Card Data on paper or in portable digital storage devices such as USB memory

devices or removable disks;

d. not reproduce any electronically captured signature of a cardholder except on PayPal’s

specific request; and

e. destroy Card Data either by destroying the medium on which the Card Data are stored or by

erasing or rendering the Card Data completely and irreversibly unintelligible and

meaningless.

If you transfer your business, Card Data and any information you have about Card Transactions

is not transferable under Card Association rules as an asset of the business. In such cases, you

agree to provide the Card Data and any transactional data to PayPal if it requests. If PayPal

does not request such data, you must destroy it when your business transfers.

15. PPCCII  DDSSSS  aauuddiitt. If PayPal so requests, you agree that a Qualified Security Assessor may conduct a

security audit of your systems, controls and facilities and issue a report to PayPal and the

Associations. You agree to cooperate fully in the conduct of this audit, and to provide any

information and access to your systems required by the auditor for the performance of the

audit. You also agree to bear the reasonable expenses of this audit. If you fail to initiate such an

audit after PayPal requests you to do so, you authorise PayPal to take such action at the

Merchant’s expense, or PayPal may immediately suspend your use of your Product. You will

receive a copy of the audit report, and PayPal must also receive a copy and provide a copy to any
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Acquiring Institution or Card Association that requests a copy.

SScchheedduullee  22

TTeerrmmss  ooff  uussee  ooff  FFrraauudd  PPrrootteeccttiioonn  TToooollss  ((““FFrraauudd  TToooollss””))

1. HHooww  tthhee  FFrraauudd  TToooollss  wwoorrkk

The  FFrraauudd  TToooollss  are made available to you as fraudulent transaction management tools to help you

screen potentially fraudulent transactions based on the settings you adopt in the Fraud Tools. The

tools allow you to set filter rules, i.e. to instruct us about which transactions the tool shall decline on

your behalf based on abstract criteria.

We may provide suggestions or recommendations regarding what filters and settings in the Fraud

Tool to use that may be appropriate for your business. These suggestions take into account your past

transaction history.

It is your responsibility to set the filter rules. Please note: If you set these filter rules too

restrictively, you might lose sales volume. We advise you to monitor your filter rules and settings on

an ongoing basis.

2. NNoo  WWaarrrraannttyy  aanndd  LLiimmiittaattiioonn  ooff  LLiiaabbiilliittyy

We do not represent or warrant that the Fraud Tools are error-free or that they will identify all

potentially fraudulent transaction activity.

We are not liable for your losses (such as loss of profits) or damages arising from or related to your

use of the Fraud Tool, to the extent that applicable law allows.

Sections 15.3 and 15.4 of the User Agreement apply.

3. DDaattaa  PPrrootteeccttiioonn

You may only use the Fraud Tools for the purpose of your management of fraud risk and for no other

purpose.

You may not share use of the Fraud Tools with any other person, nor may you disclose to any person

the categories provided in the Fraud Tools or the results generated from your use of the Fraud Tools.

4. MMiisscceellllaanneeoouuss

Despite your settings on the Fraud Tools, we always retain the right to decline or suspend any

transaction pursuant to the terms of the User Agreement.

These terms supplement the UUsseerr  AAggrreeeemmeenntt that governs your use of our services in general. The
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definition of our Services in the User Agreement, when read together with these terms, includes the

Fraud Tools.

We may amend, delete or add to these terms in line with the Change process set out in the User

Agreement. If you do not agree with any Change, you may terminate these terms.

You may terminate these terms at any time by removing the Fraud Tools from your integration and

following any other integration-related steps which we may make available to you. This lets you stop

using the Fraud Tools, but otherwise your Account remains open and the User Agreement (and any

other relevant agreements relating to the provision of Services to you) remains in effect.

We may, at any time, for any reason and (where possible) with reasonable prior notice, terminate,

cancel or suspend the Service to the extent it relates to our FFrraauudd  TToooollss without liability towards

you.

These terms survive any termination to the extent and for so long as we require to: (i) deal with

matters arising from your use of the Fraud Tools prior to termination; and/or (ii) comply with

applicable laws and regulations.

SScchheedduullee  33

TTeerrmmss  ooff  uussee  ooff  CChhaarrggeebbaacckk  PPrrootteeccttiioonn  TTooooll

a. GGeenneerraall.. To be eligible for Chargeback Protection Tool, you must have a PayPal business account in

good standing, you must be approved by PayPal for such Chargeback Protection Tool, and you must:

i. successfully integrate PayPal’s Advanced Credit and Debit Card Payments;

ii. successfully integrate the Risk Data Acquisition Service; and

iii. provide additional data as required by PayPal.

PayPal reserves the right to change integration requirements upon notice.

Your application for Chargeback Protection Tool will be assessed by PayPal, and we may accept or

reject applications at our sole discretion. You are not permitted to enable Chargeback Protection Tool

and “Fraud Protection Tools” at the same time. Upon enrolling in Chargeback Protection Tool, your

use and access to “Fraud Protection Tools” will be terminated. PayPal reserves the right, in its sole

discretion, to cancel or suspend your use of Chargeback Protection Tool for any reason it deems

appropriate at any time upon reasonable notice to you or immediately if reasonable notice is

impracticable in order to maintain the security of PayPal’s systems and/or your account is no longer

in good standing.

If you are approved and enroll in Chargeback Protection Tool, we will waive our right to recover the

amount of any unauthorized chargeback and “item not received” chargeback losses made on “Eligible
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Transactions” (as defined below) pursuant to the PPaayyPPaall  UUsseerr  AAggrreeeemmeenntt  --  PPaayyPPaall  UUKK (see the

‘Refunds and Reversals’ section), and we will not charge a chargeback fee pursuant to the PayPal User

Agreement. This means, in the event of an Eligible Chargeback, you will keep the transaction amount,

and you will not pay any chargeback fee for such transaction. However, you must respond to our

requests for documentation and other information within the required timeframe when you enroll in

Chargeback Protection Tool, as described below (“CChhaarrggeebbaacckk  PPrrootteeccttiioonn  TTooooll  OOppttiioonnss” and

“EEssttaabblliisshhiinngg  pprrooooff  ooff  ddeelliivveerryy  oorr  pprrooooff  ooff  sshhiippmmeenntt”).

b. “CChhaarrggeebbaacckk  PPrrootteeccttiioonn”: you aarree  rreeqquuiirreedd to provide proof of shipment or proof of delivery for

physical goods or services for Eligible Chargebacks in order to retain the transaction amount and

avoid paying any chargeback fee for such transaction. Proof of delivery or proof of shipment shall be

provided to PayPal within two days of receipt of the chargeback claim (or such longer time period as

otherwise specified by PayPal).

c. EElliiggiibbllee  CChhaarrggeebbaacckkss.. Chargeback Protection Tool only applies to chargeback claims involving: (i)

transactions not authorized by the cardholder, as determined by PayPal; and (ii) transactions where

the item was not received (“Item Not Received”) by the buyer (collectively “Eligible Chargebacks”).

d. EElliiggiibbllee  TTrraannssaaccttiioonnss.. Chargeback Protection Tool only applies to Eligible Chargebacks on card

transactions processed by PayPal that meet the criteria set forth below (“Eligible Transactions”):

i. Card transactions processed via the Advanced Credit and Debit Card Payments checkout

integration; and

ii. Card transactions for goods and services that are not (1) excluded under the terms of

the PPaayyPPaall  UUsseerr  AAggrreeeemmeenntt  --  PPaayyPPaall  UUKK, including but not limited to the AAcccceeppttaabbllee  UUssee

PPoolliiccyy  ((ppaayyppaall..ccoomm)), or (2) “Ineligible Transactions” (as defined below).

e. IInneelliiggiibbllee  TTrraannssaaccttiioonnss.. Chargeback Protection Tool ddooeess  nnoott apply to chargebacks involving

transactions where the item received by the buyer is not what they ordered (“Significantly Not as

Described”).

Chargeback Protection Tool also ddooeess  nnoott apply to items or transactions that are ineligible for

PayPal’s Seller Protection program (“Ineligible Transactions”). The list of the ineligible items or

transactions for PayPal’s Seller Protection program are adopted and incorporated by reference, and

can be found hheerree.

f. EEssttaabblliisshhiinngg  pprrooooff  ooff  ddeelliivveerryy  oorr  pprrooooff  ooff  sshhiippmmeenntt.. The proof of delivery and proof of shipment

requirements of PayPal’s Seller Protection program apply to the Chargeback Protection Tool and are

adopted and incorporated by reference. The proof of delivery and proof of shipment requirements

can be found hheerree.

g. CChhaarrggeebbaacckk  PPrrootteeccttiioonn  TTooooll  FFeeeess..  The fees for the Chargeback Protection Tool are shown hheerree.

PayPal Online Card Payment Services Agreement (previously the PayP... https://internal.paypalinc.com/us/legalhub/preview/agreement/QLIX6...

27 of 28 04/07/2024, 07:49

https://www.paypal.com/uk/webapps/mpp/ua/useragreement-full?locale.x=en_GB
https://www.paypal.com/uk/webapps/mpp/ua/useragreement-full?locale.x=en_GB
https://www.paypal.com/uk/webapps/mpp/ua/useragreement-full?locale.x=en_GB
https://www.paypal.com/uk/webapps/mpp/ua/useragreement-full?locale.x=en_GB
https://www.paypal.com/uk/webapps/mpp/ua/acceptableuse-full?locale.x=en_GB
https://www.paypal.com/uk/webapps/mpp/ua/acceptableuse-full?locale.x=en_GB
https://www.paypal.com/uk/webapps/mpp/ua/acceptableuse-full?locale.x=en_GB
https://www.paypal.com/uk/webapps/mpp/ua/acceptableuse-full?locale.x=en_GB
https://www.paypal.com/uk/webapps/mpp/ua/useragreement-full?locale.x=en_GB#pp-seller-protection
https://www.paypal.com/uk/webapps/mpp/ua/useragreement-full?locale.x=en_GB#pp-seller-protection
https://www.paypal.com/uk/webapps/mpp/ua/useragreement-full?locale.x=en_GB#pp-seller-protection
https://www.paypal.com/uk/webapps/mpp/ua/useragreement-full?locale.x=en_GB#pp-seller-protection
https://www.paypal.com/uk/webapps/mpp/ua/useragreement-full?locale.x=en_GB#pp-seller-protection
https://www.paypal.com/uk/webapps/mpp/merchant-fees?locale.x=en_GB
https://www.paypal.com/uk/webapps/mpp/merchant-fees?locale.x=en_GB


You may cancel your selected Chargeback Protection Tool option at any time from the product

page hheerree. The change will take effect immediately but will only apply to Eligible Chargebacks

received for transactions that occur on or after the date you change the Chargeback Protection Tool

option.

h. CChhaarrggeebbaacckk  RReeccoovveerryy  bbyy  PPaayyPPaall.. If you have provided us with incorrect information (for example,

with respect to your business type) during the application process for Chargeback Protection Tool or

during sign up for a PayPal account, we are entitled to recover all our chargeback losses from you

(including for past transactions prior to us discovering that the information provided was incorrect).

It is a condition of this agreement that you do not violate the PPaayyPPaall  UUsseerr  AAggrreeeemmeenntt  --  PPaayyPPaall

UUKK by engaging in a Restricted Activity or breaching the AAcccceeppttaabbllee  UUssee  PPoolliiccyy  ((ppaayyppaall..ccoomm)) or this

Agreement.
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